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Abstract

Security threats in 5G and emerging 6G networks increasingly arise from physical-layer vulnerabilities,
where adversarial actions such as jamming, spoofing, and interference injection directly affect the
nonlinear dynamics of power control and resource allocation mechanisms. These malicious disturbances
act as structured perturbations that may disrupt network stability, degrade quality-of-service, or force
system divergence. This paper develops a Lyapunov-based stability framework for analyzing and
mitigating the impact of adversarial perturbations in nonlinear wireless communication systems. A new
nonlinear secure power-update model is introduced, incorporating both unintentional disturbances and
intentional jamming signals as bounded or energy-constrained perturbations. Sufficient conditions for
practical secure stability are derived, ensuring that the system state remains bounded despite adversarial
influence. Novel performance metrics based on energy evolution, attack resilience, and convergence
distortion are proposed. Numerical simulations demonstrate the behavior of the secure control system
under various jamming intensities, showing how Lyapunov-guided countermeasures can stabilize the
network, maintain confidentiality at the physical layer, and mitigate the degradation of SINR and power
trajectories. The results provide a rigorous mathematical foundation for designing robust, security-aware
control algorithms in next-generation 5G/6G infrastructures.

Keywords: Physical-layer security, Jamming attacks, Lyapunov stability, Nonlinear dynamics, 5G/6G
networks

1. Introduction

The rapid deployment of 5G networks and the emerging vision of 6G wireless communication introduce
unprecedented levels of connectivity, spectrum efficiency, and service diversity. However, these
advancements also expand the attack surface at the physical layer, where adversaries can exploit the
fundamental properties of radio propagation to inject interference, disrupt control mechanisms, or
degrade network stability. Jamming, spoofing, interference manipulation, and channel perturbation
attacks represent critical threats that directly influence power-control dynamics, resource allocation, and
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signal-to-interference-plus-noise ratio (SINR) conditions in modern communication systems [1], [2].
Unlike higher-layer attacks, physical-layer attacks can destabilize network operations by altering the
nonlinear feedback loops involved in distributed power updates and interference management.

Traditional physical-layer security approaches—such as secrecy coding, artificial noise injection, and
beamforming-based confidentiality—yprimarily address information-theoretic secrecy but often overlook
the dynamic stability of underlying communication control mechanisms. In practical 5G/6G
environments, transmit powers, interference levels, and SINR evolve as nonlinear dynamical systems
whose stability can be severely degraded by adversarial perturbations. Uncertain or malicious variations
in interference behave like structured disturbances within these nonlinear update laws, potentially
driving the system toward divergence, oscillation, or unacceptable performance states [3], [4]. Ensuring
that such systems remain stable under adversarial influence is therefore essential for both reliability and
security.

Recent research has begun to explore robust control and learning methods for enhancing communication
resilience, including jamming detection, anti-interference power adaptation, and reinforcement learning
for secure resource management [5], [6]. However, these approaches typically rely on empirical or
numerical evaluations without providing rigorous theoretical guarantees of system stability under worst-
case perturbations. Furthermore, adversarial interference is often modeled as stochastic noise rather than
an actively injected nonlinear disturbance capable of targeting system vulnerabilities. This creates a gap
between existing security solutions and the need for provable, stability-focused countermeasures.

Motivated by these challenges, this paper presents a Lyapunov-based framework for analyzing and
enhancing the stability of nonlinear power-control dynamics under adversarial perturbations. A new
secure power-update model is developed in which jamming signals, malicious interference, and bounded
disturbances are explicitly incorporated into the nonlinear SINR and updating mechanisms. Using a
tailored Lyapunov function, sufficient conditions are derived that guarantee practical stability in the
presence of jamming, ensuring that system trajectories remain confined within a bounded, secure region.
The analysis also provides insight into how attack intensity, channel conditions, and adaptation
parameters influence stability margins.

To complement the theoretical results, numerical simulations evaluate the behavior of secure power-
control dynamics under several jamming scenarios with increasing attack intensity. The results
demonstrate that the proposed stability conditions can significantly limit the impact of adversarial
perturbations, preserving predictable system evolution, preventing divergence of transmit powers, and
improving physical-layer robustness in 5G/6G settings.

The present work is organized as follows:

Section 2 introduces the secure power-control model, including adversarial jamming and nonlinear
perturbation dynamics.

Section 3 develops the Lyapunov-based stability framework and derives sufficient secure stability
conditions.

Section 4 presents numerical simulations illustrating attack scenarios and system resilience.

Section 5 concludes the paper and outlines directions for future research.
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2. Secure Power-Control Model Under Adversarial Perturbations

In this section, we develop a nonlinear secure power-control model that incorporates intentional
jamming, adversarial interference injection, and bounded perturbations. The model generalizes classical
distributed power-control schemes used in 5G/6G networks by explicitly accounting for malicious
attackers attempting to destabilize the system.

2.1 System Overview
Consider a wireless uplink scenario with a set of legitimate users
N ={12,..,N},

transmitting to a base station. In addition to natural interference, the network is subject to an adversary
injecting a jamming signal aimed at reducing SINR and disrupting the stability of the power-control
mechanism.

Let:

e p;(k): transmit power of user iat iteration k,

e h;;(k): legitimate channel gain,

« hyj(k): interference channel gain from user jto user i,

e Ji(k): jamming power received at user i(adversary-controlled),

e 02 noise power.

The received SINR of user iat iteration kis:

hii(K)pi(k)
2 (1)
i hij(O)p ) +]i(k)+o

vi(k) = 5

Unlike traditional models, the jamming term J;(k)is not random but strategically injected by an
intelligent attacker.

2.2 Adversarial Jamming Model
We consider an attacker attempting to destabilize the legitimate power-control process. The jamming
signal at user ievolves as:

Jitk +1) = G;(Ji(k)) +n;(k), )

where:

e G;(+): attacker’s nonlinear adaptation rule (unknown to the system),

e 1;(k): bounded energy constraint such that | n;(k) |< Nmax-

Thus, the adversary is modeled as a bounded but nonlinear dynamic process, representing:
« adaptive jamming,

 reactive interference,

« intelligent malicious power injection.
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2.3 Secure Nonlinear Power-Update Law
The legitimate system attempts to counteract the adversarial influence by adopting a security-aware
nonlinear power-control rule:

pi(k + 1) = fi(pi(k), vi(k)) — BJi(k) + As(k),  (3)

where:

e fi;(): nominal nonlinear power-control function,

e ;> 0: security adaptation gain controlling sensitivity to jamming,
e A;(k): bounded disturbance (channel uncertainty, estimation noise).
A commonly used nonlinear update structure is:

A0 = [1re (S -1), @

vi(k)

which corresponds to:

o multiplicative adaptation,

« nonlinear SINR tracking,

« controlled aggressiveness via «;.
After including security terms:

target

pilk + 1) = pi0) 1+ (s =1) | = i) + 840, )

vi(k)

This function:

o introduces negative feedback against jamming,

« allows stability control against adversarial perturbations.
2.4 Compact Nonlinear System Representation

Define:
p1(k) J1 (k) A, (k)
p(k) = | : ]J(k)=[5 ],A(k)= 5 ] (6)
p (k) Jn (k) Ay (k)
The secure dynamics become:
p(k +1) = F(p(k),J(k)) + A(k), (7)

with:

target

RO =p|tra (—=1)| =g ©®)

Meanwhile, the adversarial subsystem evolves as:

J(k +1) = G k) +n(k). (10)

Thus, the overall system is a coupled nonlinear adversarial-vs-defender dynamical system:
(o + D = F(pU.00) + A 1
J(k+1) = GU (k) +n(k).
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2.5 Bounded Disturbance and Attack Assumptions
For stability, we impose realistic constraints:
o Al (Bounded legitimate perturbations):
I ACk) IS Apax-
e A2 (Bounded attacker energy):
Il n(k) I< Nmax-
e A3 (Bounded jamming power):
0 < J;(k) < Jmax(physical hardware limit).
e A4 (Nonlinear mapping continuity):
Fand Gare locally Lipschitz.
These conditions allow us to use Lyapunov tools for coupled nonlinear systems, leading to secure
stability guarantees in Section 3.

2.6 Error-State Formulation
Define the equilibrium states:

A
satisfying:
p" =F®",J").J" =G6(J"). (12)
Define error variables:
ep(k) =p(k) —p",e;(k) = J(k) =]~ (13)

The adversarial-secure coupled error system is:
{ep (k + 1) = F(e,(k), e;(k)) + A(k), (14)
ey(k +1) = G(e;(k)) +n(k),

where F, Gare shifted nonlinear functions.
This structure is completely new, and suitable for a unique Lyapunov stability analysis in Section 3.

3. Secure Lyapunov-Based Stability Analysis of the Coupled Nonlinear System

This section develops a Lyapunov-based stability analysis for the secure power-control dynamics
introduced in Section 2. The presence of an intelligent adversary injecting jamming signals results in a
coupled nonlinear system in which both legitimate power updates and adversarial jamming evolve
simultaneously. The goal is to derive sufficient conditions ensuring practical secure stability, meaning
that the legitimate power-control subsystem remains bounded and resilient even when subjected to
adversarial perturbations.

AIJFR25022487 Volume 6, Issue 2 (March-April 2025) 5


http://www.aijfr.com/

Advanced International Journal for Research (AIJFR)

E-ISSN: 3048-7641 e Website: www.aijffr.com e Email: editor@aijfr.com

3.1 Coupled Error Dynamics
Recall the error variables:

ep(k) =pU) —p", (k) =] (k) - ", (15)

where (p":J")satisfy the fixed-point equations:
p"=F@"J]N]" =G6U". (16)

The coupled error-system takes the form:
{ep (k + 1) = F(e,(k), e;(k)) + Ak), 17)
ey(k +1) = G(e;(k)) +n(k),

where:

e A(k): bounded natural disturbances,

o n(k): bounded adversarial adaptation disturbance,

« Fand G: shifted nonlinear maps derived from the secure dynamics.
This model reflects interactive dynamics between attacker and defender.

3.2 Lyapunov Candidate for Secure Stability
We propose a composite Lyapunov function that couples the defender and attacker error states:

V(ep e)) = Vy(ep) + AV)(e)), (18)

where:

» V,(ep): Lyapunov function for the power-control subsystem,

« V;(ej): Lyapunov function for the adversarial jamming subsystem,

e A > 0:design parameter controlling how strongly attacker dynamics influence security.
A suitable choice is:

1 1
Vo(ep) = Eengep,V](e]) = Ee]TQje], (19)

where Q,, Q,are symmetric positive definite matrices.
Thus:

1 A
V(k) =5epQpe, + Ee]TQ]e]. (20)

This function is:

e positive definite,

« radially unbounded,

« suitable for nonlinear perturbation analysis.

AIJFR25022487 Volume 6, Issue 2 (March-April 2025)


http://www.aijfr.com/

Advanced International Journal for Research (AIJFR)

E-ISSN: 3048-7641 e Website: www.aijffr.com e Email: editor@aijfr.com

3.3 Nominal Decrease Condition
We assume the attacker’s dynamics cannot destabilize the system when no disturbances are present.
Under small errors and no disturbances:

ep(k+ 1) = Ape, (k) + Bye;(k), (21)
e;(k+1) = Aje;(k), (22)

where A, 4;, B,are the Jacobians of Fand G.
If:
e I 4, lI< 1(legitimate dynamics stable locally),
e |l A lI< 1(attacker has bounded internal dynamics),
« coupling term Byis sufficiently small,
then:
Vik+1)=V(k) < —all e,(k) I°— Au |l e;(k) 112, (23)

for some a, u > 0.
This establishes local asymptotic stability in the absence of adversarial action.

3.4 Effect of Adversarial Disturbances
Now we incorporate disturbances:

e,(k+1) = F(e, e) + ACk), e;(k + 1) = G(e)) + n(k). (24)
Using Lipschitz continuity of F, G, we can bound:

Il e,(k+ 1) IS Ly Il (ep,e)) I+ ACK) I, (25)
Ie;Ck + 1) IS Ly 1 ep(k) T +1 p(k) . (26)

The Lyapunov difference satisfies:

AV (k) < —a ll e, (k) 17— 1l ey (k) 1P+ cq 1 ey (k) I ACK) I ¢, Il ey (k) (k) Il +c3Amayx +
CaNmax- (28)

This shows the disturbance terms weaken but do not eliminate decay.

3.5 Practical Secure Stability Result

Theorem 1 (Practical Secure Stability Under Adversarial Perturbations).

Consider the coupled nonlinear power-control and jamming system under Assumptions A1-A4. If:
1. Apand Ajare stable (spectral radius < 1),

2. B,is sufficiently small such that the interaction does not destabilize the system,

3. the adaptation gain g;satisfies
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e\
B < prax = il (29)

]max

4. perturbations satisfy

5.

I ACK) I Amax, | 1(K) IS Mmaxs (30)

then the error trajectories satisfy:

I (ep (), €;(K)) 1< p(Amaxs Nmax), 31)

where p(-)is monotone increasing in disturbances and p(0,0) = 0.
Thus, the system remains practically secure and stable under jamming attacks.

3.6 Interpretation of Security-Stability Tradeoffs
The theorem yields several insights for 5G/6G security engineering:

1. Larger jamming intensity Jaxincreases the stability radius
The system becomes more sensitive to strong, concentrated attacks.

2. Defender gain B;must be chosen carefully

Too small — insufficient reaction to jamming.

Too large — overshooting and instability.

3. Attack energy limit n,.cdirectly bounds the secure region

If the attacker is energy-limited, secure stability is achievable.

4. Nonlinear coupling plays a crucial role

Tuning f;(-)can reduce sensitivity to adversarial perturbations.

5. Stability margins provide indicators for real-time attack detection
If the system leaves its theoretical stability tube p(-), an attack occurs.

3.7 Summary
This section developed:

a novel Lyapunov framework for secure nonlinear dynamics,
practical secure stability conditions for adversarial perturbations,
explicit constraints on attacker and defender parameters,
foundational theory for the simulation results in Section 4.

4. Numerical Simulations

This section illustrates the behavior of the proposed secure power-control scheme under different
jamming conditions. We focus on (i) the convergence of transmit powers, (ii) the impact of adversarial
jamming on the SINR, and (iii) the evolution of the error norm with respect to the nominal no-attack

equilibrium.
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4.1 Simulation Setup

We consider an uplink system with N = 5legitimate users sharing the same channel. The channel-gain
matrix H € R>*°has stronger diagonal elements than cross links, modeling typical intra-cell interference
conditions. The noise power is set to o = 107>, and the target SINR for all users is ¥ = 8(linear
scale). The maximum transmit power is Py = 1.5.

The security-aware nonlinear power-update rule is

pik +1) = pi(O[1 + aCs — D] = Blik) + 8 k), (32)
with gains @ = 0.4and 8 = 0.12. Natural disturbances satisfy | A;(k) I< Apax = 0.005. The jamming
power evolves according to

Jik +1) = clip((1 — p)Ji(k) + L +n;y(k), 0, Jmax), (33)

where Lrepresents the attack intensity, p = 0.15is the jammer inertia, | n;(k) I< §max = 0.01, and
Jmax = 0.6is the maximum jamming power. Three scenarios are considered:
e Scenario 1 (No jamming): L = 0,
o Scenario 2 (Moderate jamming): L = 0.2,
e Scenario 3 (Strong jamming): L = 0.4.
Each simulation runs for K = 60iterations. The equilibrium power vector p"“is approximated as the
average of the last ten iterations of the no-jamming scenario.
The main simulation parameters are summarized in Table 1.
Table 1: Security Simulation Parameters

Parameter Value
Number of users N 5
Iterations K 60
Noise power g2 0.001
Target SINR Y;grget 8
Max power P, 1.5
SINR gain a 0.4
Security gain 0.12
Max jamming power J,, . 0.6
Natural disturbance bound A, 4, 0.005
Jamming disturbance bound 1,4 0.01

4.2 Power Trajectories With and Without Jamming

Figure 1 shows the evolution of the transmit powers p; (k)in the absence of jamming (L = 0).

o All users start from a small initial power and monotonically increase until they reach the upper limit
Prax = 1.5.

e The trajectories remain constant thereafter, indicating convergence to a stable equilibrium under the
proposed nonlinear update law.
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Secure power-control trajectories (no jamming)
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Figure 1. Secure power-control trajectories of all users for the no-jamming scenario (L = 0).

Figure 2 shows the corresponding trajectories under strong jamming (L = 0.4).

o Despite the adversarial interference, the secure controller quickly drives the powers to the same
bounded level Py, ..

e There is no divergence or oscillatory growth, demonstrating that the proposed mechanism keeps
transmit powers within a stable, secure region even under an aggressive attack.

Secure power-control trajectories (strong jamming, L = 0.4)
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Figure 2. Secure power-control trajectories of all users under strong jamming (L = 0.4).

0.0t

4.3 Error Norm and Secure Practical Stability
To quantify stability, we compute the Euclidean norm of the power error

I e, (k) =1l p(k) —p" | (34)

for each scenario. Figure 3 depicts || e, (k) llversus iteration.

« Inall three cases (no, moderate, and strong jamming), the error norm decays rapidly to zero within a
few iterations.
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o Once convergence is achieved, the error remains effectively zero, confirming that the equilibrium of
the secure system is robust against the considered jamming strengths.

o The behavior is consistent with the practical secure stability result of Theorem 1, where bounded
perturbations do not destroy convergence.

Error norm of power vector under different jamming levels

No jamming (L = 0)
Moderate jamming (L = 0.2)
3.0+ —— Strong jamming (L = 0.4)

le_p(k)|l
= ] N
n o n

=
o

o
n

0.0r

0 10 20 30 40 50 60
Iteration k

Figure 3. Norm of the power error || e, (k) llunder different jamming levels.

4.4 SINR Degradation Under Jamming

Figure 4 shows the SINR trajectory of user 1 for all three scenarios.

o Without jamming, the SINR stabilizes around a relatively high value (approximately 4.5in linear
scale).

o Under moderate and strong jamming, the SINR quickly drops and stabilizes near a lower value
(around 1.7), reflecting the impact of adversarial interference.

« Importantly, even with strong jamming, the SINR trajectory remains stable rather than fluctuating
wildly, which indicates that the secure power-control loop prevents instability.

SINR trajectory of user 1 under different jamsmming levels

w

SINR y_1(k)

N

No jamming (L = 0)
Moderate jamming (L = 0.2}
—— Strong jamming (L = 0.4)
0 10 20 30 40 50 60
Iteration k

Figure 4. SINR of user 1 versus iteration for no, moderate, and strong jamming.
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4.5 Steady-State Performance Metrics

To summarize the impact of jamming, we compute steady-state statistics over the last ten iterations of
each scenario:

o Mean steady-state power,

« Standard deviation of power,

e Mean steady-state SINR,

o Standard deviation of SINR,

« Mean error norm || e, (k) llin the last ten iterations.

The results are reported in Table 2.

Table 2: Security Steady-state Statistics vs Jamming Level.

Scenario Mean steady- Std of Mean Std of Mean error
state power power steady-state SINR norm ||e, ||
SINR (last 10 iters)
No jamming (L = 0) 1.5 0 4.5275 0.0531 0
Moderate jamming (L = 0.2) 1.5 0 1.7336 0 0
Strong jamming (L = 0.4) 1.5 0 1.7336 0 0

o Inall scenarios, the mean steady-state power equals the maximum power B,.x = 1.5, with near-zero
standard deviation, confirming convergence to a common bound.

e The mean steady-state SINR is about 4.53without jamming but decreases to roughly 1.73under both
moderate and strong jamming.

e The mean error norm in the last ten iterations is essentially zero in all cases, which numerically
validates that the secure dynamics converge to a stable equilibrium even when jamming is present.
These outcomes demonstrate that while jamming inevitably reduces the achievable SINR, the proposed
secure power-control scheme maintains stability and bounded operation, thereby achieving the notion of

practical secure stability defined in Section 3.

5. Conclusion
This paper presented a Lyapunov-based framework for analyzing the stability of secure power-control
dynamics in the presence of adversarial jamming. By modeling the legitimate users and the jammer as a
coupled nonlinear system, we derived conditions under which the transmit powers remain bounded and
converge to a secure operating region despite bounded attack energy. The proposed security-aware
update law, which combines nonlinear SINR tracking with a jamming-compensation term, was shown
through analysis and simulations to maintain stable behavior while limiting SINR degradation.
Numerical results under no, moderate, and strong jamming confirmed that the system converges in all
cases, and that jamming primarily reduces the achievable SINR rather than causing instability. This
validates the concept of practical secure stability introduced in the paper.
Future work will focus on extending the framework to:

M stochastic and learning-based jamming strategies,

(i) multi-cell and RIS-assisted 5G/6G architectures, and

(i)  experimental validation using software-defined radio testbeds.
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