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Abstract

The increasing integration of Smart Video Surveillance (SVS) into contemporary urban infrastructures
presents a fundamental conflict between augmenting public security and preserving personal privacy.
Legacy surveillance systems are often encumbered by notable latency, intensive computational overhead,
and significant privacy vulnerabilities. This manuscript introduces a real-time, privacy-conscious SVS
framework designed to surmount these obstacles through a computationally efficient, frame-centric
analytical approach. Our system incorporates effective heuristic-driven algorithms, including pixel-based
analysis for fire detection and a geometric pose-ratio method for identifying falls, which allows for
deployment on standard consumer-grade hardware. A thorough evaluation demonstrates that our
framework achieves a detection accuracy to 97.4%, a significant leap from the 73.72% accuracy of
benchmark models. By leveraging edge computing, we also diminish end-to-end latency from 36 seconds
to below two seconds. The framework is further secured with 128-bit end-to-end encryption and a selective
data storage protocol that reduces the retention of sensitive data, thereby ensuring compliance with data
protection regulations like General Data Protection Regulation and Health Insurance Portability and
Accountability Act. The final result is a scalable, secure, and exceptionally efficient solution that
establishes a new benchmark for next-generation intelligent surveillance technologies.

Index Terms: Smart video surveillance, pixel-based fire detection, pose-ratio fall detection, loU-based
collision detection, anomaly detection, real-time monitoring, privacy preservation.

1. Introduction

The global initiative to develop "smarter cities” has escalated the necessity for advanced public safety
solutions that can function effectively within intricate metropolitan settings. In this context, Artificial
Intelligence (Al) has become a cornerstone technology, offering intelligent systems to automate
surveillance tasks that historically depended on manual human oversight. As urban populations continue
to grow and public areas become more densely populated, the inherent limitations of traditional CCTV
monitoring such as operational inefficiency, susceptibility to human error, and logistical challenges have
become profoundly clear. The capability of human staff to maintain continuous vigilance over expansive
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video networks is often compromised by fatigue and slowed reaction times, severely impairing the ability
to promptly identify critical incidents such as accidents, fires, or unlawful activities.

This operational shortfall accentuates the critical need for sophisticated Smart Video Surveillance
(SVS) systems. Nevertheless, their large-scale implementation raises substantial ethical and legal
questions, particularly regarding individual privacy. SVS platforms inevitably capture personally
identifiable information (PII), which is governed by rigorous privacy laws. In response to these concerns,
the framework presented in this paper is founded on a "privacy-by-design™ principle, emphasizing data
minimization and ethical governance from its core. Instead of archiving entire video feeds, the system
processes data in real-time at the network's edge, isolating only the vital information associated with a
verified anomaly. A fundamental element of this design is end-to-end encryption, which is essential for
protecting sensitive data from the moment of its creation through its transmission to an authorized entity.
This architecture guarantees that anomaly snapshots and location details are shielded from unauthorized
access or interception, thus ensuring adherence to standards like GDPR and HIPAA. By preserving only
the essential data from anomalous events and discarding all normal video footage, personal privacy is
protected without impeding the system's primary mission of monitoring public safety. This methodology
also provides the operational flexibility to utilize either identity-obscuring pose-based analysis or high-
fidelity pixel-based analysis, rendering the system adaptable to a wide array of regulatory environments.

In the evolving landscape of intelligent surveillance, ensuring privacy and data security has become
as crucial as achieving analytical accuracy. Traditional monitoring systems often store vast amounts of
sensitive footage, risking exposure of personally identifiable information (PII). The proposed framework
addresses this challenge through a multi-layered security architecture that integrates end-to-end
encryption, 128-bit data protection, and selective storage mechanisms to ensure that only anomaly-related
frames are retained while normal footage is discarded. This not only reduces the storage overhead but also
aligns with international privacy laws such as the General Data Protection Regulation (GDPR) in Europe
and the Health Insurance Portability and Accountability Act (HIPAA) in the United States. Beyond
compliance, the framework introduces algorithmic privacy control, where pose-based detection preserves
identity anonymity while pixel-level analysis enhances precision in less restricted environments. The
inclusion of secure transmission protocols, access authentication layers, and tamper-proof evidence
logging further strengthens data integrity against cyber intrusions. In addition, the system adopts emerging
principles from Al governance and responsible innovation frameworks, emphasizing transparency,
accountability, and human oversight in automated surveillance. Through this comprehensive privacy-by-
design approach, the proposed model bridges the gap between regulation, technology, and ethics ensuring
that surveillance intelligence remains both secure and socially responsible.

The remainder of this paper is organized as follows: Section 2 presents a comprehensive literature
survey of relevant academic and industrial research in smart video surveillance. Section 3 details the
proposed privacy-centric, real-time surveillance system and its methodology. Section 4 discusses the
statistical analysis and experimental results validating system performance. Finally, Section 5 outlines the
future scope of the system and provides concluding remarks summarizing the key contributions of this
work
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2. Literature Review
A. Academic background

The system is based on frame-level anomaly detection algorithms representing a revolution from the
traditional graph-based analytical models [5], [8]. Contrary to graph-oriented techniques, which tend to
demand significant computational resources and suffer from processing latency, frame-based analysis
enables the examination of events on a finer level by evaluating each frame alone [9]. This method is in
line with recent advances that have pushed lightweight real-time surveillance architectures over heavy,
time-constrained graph-based ones [3].

According to Neff et al. [26], REVAMP2T, a privacy-preserving person re-identification scheme, was
developed for multi-camera settings. The framework is based on principles of the instantaneous removal
of visual images after processing and depending on conceptualized, non-human-interpreting feature
representations which allow re-identification without invasive biometrics (for example, face recognition).

Liu et al. [7] introduced a deep learning model for privacy preserving video surveillance that employs
feature masking and adversarial training to delete personally identifying characteristics and retain key
features from the task, achieving similar detection rate. Temporal sampling in video analytics is also an
important concept. The process for a limit on frames per second (e.g., 3 fps) leads to less redundant
computation and, at the same time, enough temporal detail needed for random events detection [9], [15].

Yuan et al. [21] presented an adaptive frame sampling strategy according to motion intensity, which
obtained detection performance that comes close to full frame processing, albeit with substantial
computational cost savings. Additionally, the framework draws on works on multi-modal alert
mechanisms and human-computer interaction in safety-critical situations.

For instance, Islam et al. [16] incorporated visual anomaly detection into text-to-speech and
notification services in a system that managed to get right from the start almost 30% faster than the
traditional alarm system.

Guo et al. [17] proposed a predictive modeling framework analysing behavioral patterns to predict
high risk scenarios (e.g., by combining spatial-temporal reasoning with real-time alerting, thereby
reducing false positives). Moreover, the minimization of data and intelligent management of storage are
emphasized in surveillance research.

Kallio et al. [18] implemented a legal evidence-driven selective data retention process that reduced
stored footage by approximately 95% by taking into account an efficient storage approach and the GDPR
requirements. Almeida et al. [23] examined global regulatory frameworks and emphasized the importance
of accountability and transparency to ensure public trust in surveillance systems.

B. Industrial background

In present industrial settings, surveillance tools have increasingly become an important element to
maintain safety, security and functionality. There is a fundamental transition from conventional closed
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circuit television (CCTV) applications which required human continuously to watch cameras to intelligent
surveillance applications that use computer vision, automation and real time monitoring [21], [25]. This
progress fulfills the request for accelerated incident detection and reaction, notably in large and safety-
relevant industrial processes.

Chenetal. [21] implemented an edge-cloud based distributed real-time object detection solution which
drastically reduces latency about 50% compared to processing by centralized servers. It performs
especially well in industrial parks where quick, localized detection is necessary to prevent accidents and
to minimize service disruption. Automated surveillance systems have proven relevant in factory and
commercial settings for the detection of fire hazards as well as smoke emission and unsafe worker
behavior, leading to enhanced workplace safety efforts [13], [14].

Gao et al. [13] developed a deep CNN-based vision fire detection model with a higher accuracy
(98.2%), and a shorter response time than 3s underscoring the need for prompt hazard detection. An
interesting trend is the incorporation of live notification into surveillance systems. Rather than working as
passive recorders, today’s systems pro-actively push notifications visual evidence and location
information through email, SMS or a dedicated application [25].

Singh et al. [25] demonstrated that the loT-based smart reporting increased emergency response times
by 40% for emergencies in commercial buildings, providing the practical advantages of the utilization of
smart intelligence to deliver real-time, actionable intelligence in the workplace, real-time, intelligent
industrial safety management. Moreover, there’s also the proliferation of multi-sensor data from various
sensors that are increasingly employed for multi-sensor data in industrial security surveillance to be
considered with multi-sensor data for video analytics and analytics, thus enabling more effective anomaly
detection in which the monitoring of the by-products for better anomaly detection ability to enable
detection of abnormal behavior in harsh operating environments in the challenging operational
environments [13], [16].

The concerns of privacy in industrial environment is also met with selective data retention strategies
for privacy protection due to the use of selective data retention and strong encryption in industrial
environments, in addition to compliance data collection and the secure means to control data security [10],
[23]. Taken together, this wave of advancements indicates the move to intelligent, privacy-friendly
surveillance solutions in industry, which focus on real-time response to incidents, secure data operation,
and ethical administration of sensitive data, fitting the context of the SVS.
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The system is built upon a high-performance, three-tiered Edge-Cloud collaborative architecture
designed to simultaneously address the dual requirements of real-time operational speed and stringent data
privacy compliance, thereby overcoming the latency and vulnerability issues of legacy SVS systems.

A. Data Acquisition and Edge Feature Extraction

This base layer is responsible for the secure acquisition of such data streams representing the actual
data from various (the ubiquitous) locations like CCTV, IP cameras, and various sensors as needed(fig
2.1). These streams are then encrypted in a 128-bit end-to-end manner at the moment of acquisition,
securing data privacy from the point of capture. As the encrypted streams are streaming in from the Stream
Integration Gateway, the Stream Integration Gateway is responsible for ensuring the integrity of the
streams and the low latency while controlling data integrity upon insertion to the edge computing
environment. At the Edge Layer, the Al Vision Platform Edge OS analyzes the data using a
computationally lightweight heuristic model tailored to perform real-time analysis.
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Operation Purpose Impact on

Workflow

HSV Enhance Robust fire

Conversion color segmentation

separability

Gaussian Reduce Lower false

Filter random positives
noise

Frame Standardize Uniform
Normalization resolution anomaly
detection

Table I. Preprocessing Operations and Impact

These models include pixel-based fire detection, using color and pixel intensity segmentation in order
to quickly determine fire and smoke, and geometric pose-ratio fall detection, which can be used to analyze
deviations in human skeletal posture and detect falls. As the raw video frames are processed in situ, so
that they are able to be extracted to small pieces with high value metadata that can limit the amount of
data transferred to the cloud.

The sensitive information is being stored on the Object Database through a selective data storage
protocol, which only retains anomaly-related characteristics & discards usual footage leading to privacy
improvements & storage optimization.

B. Cloud Analysis and Anomaly Detection Pipeline

The cloud layer of course has a lot of potential for doing more powerful analysis on your data that you
can use on edge devices. In particular, it may do deep diving into how a security incident and vulnerability
detection is affected with network incidents, such as those where the systems are down; how security and
performance data are compromised in sensitive areas.

When the data is received, it is preprocessed through HSV color space conversion to improve fire and
smoke identification, Gaussian filtering to reduce noise in the dataset to mitigate false positive rates, as
well as frame normalization to equalise spatial resolution. This readies the data for integration with
downstream detection algorithms.

The Anomaly Detection Pipeline implements several comprehensive procedures like statistical
behavioral analysis and the establishment of norms, Long Short-Term Memory (LSTM) testing for
sequential temporal pattern recognition and forecasting models that extrapolate from recent data to predict
anomalous events.

The results from the analytical outputs and performance metrics in the system are available to the
public within a secured APl Gateway based on RESTful services and Kong, backed up by the anomaly
data that has been validated in a high-availability relational database for more queryable, dynamic queries.
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C. Service Delivery and Decision Logic

At the services level, it interprets analytical results and provides actionable intelligence for
stakeholders. The Rule Engine is analyzing the anomaly alerts and making the classification based on
business rules and threshold for the classification of severity and alerting. The Engine sends alerts and
communications via the various secure channels in the case that the incident is found to be a critical event.
At the same time, high security authentication and access control controls are maintained, with multi-
factor verification used in order to limit the access to sensitive data and systems to authorized access
persons only, while also ensuring privacy and security. With a simple graphical user interface, end-users
are notified, and the graphical user interface gives users easy-to-use notifications and real-time alerts when
an incident happens as soon as possible. A responsive, dynamic interface allows operators to take any
time-sensitive actions.

D. Workflow Summary and Deployment

The surveillance system is designed as an asynchronous, distributed pipeline that can achieve maximal
efficiency. Information received at the edge is directly analysed with lightweight, heuristic-based
algorithms that abstract data, thereby reducing the volume of video at the source. Data that has been
analyzed is then transmitted for further analysis using complex modeling and long-term storage on cloud
infrastructure. The service layer implements decision logic to convert analytical results into alerts and
securely communicates this intelligence to end-users on-site. The architecture allows for scalable
deployment by leveraging containerized edge OS environments and elastic cloud-based resources which
allow flexible deployment to a diverse range of operational requirements and distributed monitoring
environments.

E. Privacy and Ethical Safeguards

At the heart of the proposed architecture is privacy and security. All data transfer paths will be
encrypted with 128-bit end-to-end encryption. This method ensures confidentiality and prevents any
unauthorized eavesdropping. Not to retain unused raw footage, the selective data storage protocol only
retains frames associated with verified anomalies to manage privacy risks and minimize storage overhead
in compliance with both GDPR and HIPAA. Role-based access control combined with multi-factor
authentication limits access to all but approved persons to the system limiting Insider Attack and Data
Exposures. This holistic privacy-by-design perspective guarantees that the system functions ethically and
legally, and incorporates transparency, accountability, and human oversight in all surveillance processes.

4.STATISTICAL ANALYSIS

The statistical analysis and visualization component of our framework provides a quantitative
foundation for understanding behavioral and environmental patterns within the surveillance environment.
The primary objective of this section is to extract actionable insights from large volumes of visual data
and translate them into interpretable statistical trends. By integrating analytical graphs and visual
indicators, the framework not only detects anomalies but also explains their underlying context in
measurable terms.
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The overall detection accuracy for a classifier applied to N labelled frames is the sample proportion of
correct classifications, written as:

TP+TN _ YN b1{y;=9)}

p=" e ®

which is the estimator for the Bernoulli success probability, when comparing baseline and proposed
detection rates and use it as the primary point estimate for the “Detection Accuracy”.

To quantify uncertainty in a proportion estimate without using the unreliable Wald approximation for
extreme values, the Wilson score interval is used. For a sample proportion (p), sample size (N), and
confidence level (SEw), the interval adjusts the centre and width using the z-score (z) corresponding to
that confidence. Here, p is the observed success proportion, (N) is the total number of trials, and (z) is the
critical value from the standard normal distribution defining the confidence level (e.g., 1.96 for 95%).

2
~ Z1-a/2

N 2
S N _ Zi—ajz |P(A-D) | Zi-a/2
p —_— 2 Z ) SEW —_ 2 + 2 ""(2)
Z1—a/2 Z1-a/2 N 4N
= =

so the 1—a interval is used for this to report rigorous confidence intervals around 73.72% and >99.01%.
A Bayesian alternative for the accuracy estimate models each frame as Bernoulli with unknown
probability p and uses a Beta prior (a0,80). From the equation (1) The posterior is
(a0+TP+TN, BO+FP+FN) and a (1—a)% credible interval is obtained from:

Confidence Interval: p + SEy,
Where, p | data ~ Beta(ay + k, Bo + N — k),
k=3R 1 =5} e ®)

with bounds given by the a/2 and (1—a)/2 quantiles of the posterior; used this when we want
probabilistic statements about accuracy that incorporate prior information or small-sample regularization.

To test whether the proposed classifier improves over the baseline on the same set of frames, use the
paired-log-likelihood-ratio (LLR) statistic based on per-frame outcomes. The summed LLR can be
calculated as:

A=23 (Lp; —Lpg) - (4)

which under regularity approximates a x2 distribution (Wilks’ theorem) when the proposed model nests
the baseline; used A to compare model fits beyond mere accuracy counts.

For a nonparametric paired categorical test that directly addresses changes in binary outcomes between
two classifiers applied to the same items, McNemar’s statistic is appropriate. If b is the number of items
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where baseline=1 and proposed=0 and ¢ where baseline=0 and proposed=1, the continuity-corrected test
statistic is:

2 _ (b—c|-1)?

XMN= "7~ T ()

b+c

and it tests the null hypothesis that the two classifiers have the same marginal probabilities of success on
paired observations; report this when demonstrating significance of the detection-accuracy improvement.

Performance across decision thresholds is captured by the receiver operating characteristic area (AUC).
Formally, AUC is the probability that a randomly chosen positive instance scores higher than a randomly
chosen negative instance and can be written as the integral, where TPR shows the limited AUC :

AUC = [T TPR(t) ~ =-w-omeee- (6)

and in finite samples an unbiased estimator is equivalent to a Mann-Whitney U statistic:

1
nyn_

AUC = it Mo LS > 57} eeeeee (7)

Latency comparisons should be treated as continuous paired measurements; let di=LB—LP, be per-trial
reductions (baseline minus proposed), with sample mean d and sample standard deviation Sd. The paired
t-statistic for testing zero mean difference is:

where (n) is the number of paired observations (trials). This statistic follows a t-distribution with ( n-
1) degrees of freedom under the null hypothesis that there is no difference in mean latency.

which under the null follows tn—1; accompany the test with Cohen’s d effect size for latency by ;

5 1 1 =\ 2
d=—-Yi1di, Sa= \/EZ?=1(di —d)" e ©)

When distributional assumptions are questionable or sample sizes are small, used the nonparametric
bootstrap to estimate sampling distributions and construct percentile confidence intervals for any scalar
statistic 0=0(D). Let Dx(b) be the b-th resample and 6(b) its statistic; the bootstrap percentile interval at
level 1—a is:

Where, Clz(1-a)=d+ t1-a/on-1 ok ---m=--e- (11)

Sd
Vn
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If 6(q) is the empirical quantile of {0"x(b)}b ,then it can be used for mean latency, storage reduction,
and other metrics when analytic Cls are unreliable. This bootstrap approach yields more robust and
accurate confidence intervals, especially for complex or non-normal metrics.

B=[070/2) O1aye] - (12)

Storage analysis for selective-frame retention versus full-stream storage can be modelled
probabilistically by an anomaly-rate process. Let anomalies arrive as a Poisson process with rate A (events
per unit time) and each saved anomaly consumes on average S bytes by storing only anomaly frames yield
IS obtained per unit time is given by :

E [Spmp] =

Whereas, full-stream storage at frame rate r and frame-size F gives the percent reduction as:

%Reductionggrage = ( - }ﬁ) X 100 ----- (14)

TSf

and this formula links observed anomaly frequencies to the ~80% storage savings claim. Finally, quantify
cryptographic strength by keyspace and expected brute-force effort,a bit-length b key yields keyspace size.
If an attacker can test A keys per second, the expected time to exhaustive search is:

Tsearch == yu i — (15)

So, moving from b=32 to b=128 multiplies expected brute-force time by 2796. It includes this to
quantify the cryptographic improvement reported under “Security Protocol.”

This substantial increase in cryptographic strength underscores the importance of using longer keys, as
reflected in our implementation of 128-bit end-to-end encryption within the proposed framework’s
security protocol.

Fig 5.1 represents a boxplot illustrating “Hours vs Average People per Minute”, with a variation in
human density across different hours of the day. The data reveals clear temporal patterns, with crowd
levels gradually increasing from early morning and during hours between 10 AM and 11 AM before
declining in the afternoon. This time-based distribution helps identify rush hours and potential periods of
congestion, which are crucial for resource allocation, traffic regulation, and anomaly prediction.

Fig 5.2 represents a graph with , “Number of Accidents against Density of People,” and demonstrates
a clear positive correlation between population density and accident frequency. As the density level
increases, the number of reported accidents rises sharply, reinforcing the model’s ability to recognize that
over-crowding directly contributes to safety risks. This relationship enables the system to predict high-
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risk zones and time periods, facilitating proactive intervention by local authorities or automated alerting
mechanisms.

Fig 5.3 represents a graph with , “People per Minute against Percentage of Time,” and represents a
frequency distribution that shows how often specific crowd intensities occur within a defined observation
window. This helps determine normal crowd ranges and establish dynamic thresholds for the anomaly
detection module. For instance, if the system observes people counts exceeding typical frequency levels
(e.g., 25 people per minute appearing less than 2% of the time), it can trigger an early warning, marking
such situations as potential crowd surges or risk conditions.

Hours vs Average People per Minute

-

il
il

i :
la -

T T T T T T T T T T
6AM JAM 8AM 9AM 10AM 11AM 12PM 1PM 2PM  3PM
Hours

Average People per Minute
= e
il
-
HIH

Fig.5.1 Hours vs Average People per Minute

Number of Accidents vs Density of People

Number of Accidents

D1 D2 D3 D4 D5 D6 D7 D8 D9 D10
Density Level

Fig.5.2 Number of Accidents v Density of People
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Hour vs Traffic Density
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Fig.5.3 People per Minute vs % of Time
5. RESULTS

The assessment of our intelligent surveillance system aims at confirming the success of our system
through in-depth study of main performance indicators and system capabilities. Focusing on quantitative
aspects such as accuracy, latency, storage efficiency and qualitative features including usability and
privacy protections that make our innovative design more powerful is emphasized this time. The
evaluation highlights the innovative paradigm that our framework can provide by outperforming
traditional surveillance methods for real-time anomaly detection and operational efficiency, when
compared to traditional surveillance methods.

The final result of our proposed intelligent surveillance framework was conducted through a
comprehensive and holistic analysis, examining both quantitative performance metrics and qualitative
system features. Unlike conventional surveillance approaches that rely heavily on pose-based detection or
graph representations, our framework employs a frame-based analytical methodology powered by a
custom-trained deep learning model. This approach allows the system to process video sequences on a
per-frame basis, enabling more granular identification of anomalous events while minimizing unnecessary
computational overhead. By analysing video at a rate of three frames per second, the system achieves an
optimal balance between temporacoverage and efficiency, ensuring that only frames containing
meaningful activity are processed, while redundant or non-informative frames are automatically discarded.

The input acquisition layer of the system plays a pivotal role in capturing high-quality visual
information for anomaly detection. This layer interfaces with multiple video sources, including live CCTV
feeds and IP cameras, ensuring compatibility across various resolutions and frame rates. Pre-processing
routines such as frame resizing, normalization, and background subtraction are applied to reduce noise
and enhance feature clarity, providing the downstream models with clean, consistent input. This ensures
that anomalies, ranging from subtle motion irregularities to dramatic environmental hazards, are
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effectively captured for further analysis. By integrating real-time video acquisition with efficient pre-
processing, the system lays a robust foundation for accurate and timely anomaly detection.

A key innovation of the framework is its modular anomaly detection mechanism, which relies on
seventy-two specialized mathematical sub-models, each trained to recognize specific types of events such
as falls, fire, overcrowding, unusual motion patterns, and equipment misuse. These models analyse spatial
and temporal characteristics of each frame, using techniques such as motion trajectory tracking, skeletal
keypoint analysis, optical flow, and pixel-based intensity evaluation. For instance, accident prediction
models detect sudden changes in velocity or direction, while fall detection modules track skeletal posture
deviations to promptly identify critical incidents.

Fire detection models utilize colour, shape, and pixel intensity analysis to detect early signs of flames
or smoke. This multi-model design enables the system to achieve a remarkable anomaly detection
accuracy of 99.09%, significantly surpassing the 73.72% accuracy of baseline privacy-preserving
approaches. Table-2 highlights the performance metrics for each anomaly type, showcasing the precision
and reliability of the 72 mathematical models in real-world conditions to go through the systematic
behaviour and security.

Table II. Performance Comparison of Baseline and Proposed Framework

Metric Baseline System Proposed Improvement
(Literature) Framework
Detection Accuracy 73.72% (with privacy =09.01% ~27.53% increase in accuracy
measures)
End-to-End Latency 36 seconds (average) = 2 seconds = 04% reduction in delay
Hardware Reguirement High-End (Dual EPYC, Consumer-Grade Highly accessible and cost-
4x V100 GPUs) {GPU optional) effective
Data Storage Full video streams or Selective anomaly ~80% reduction 1n storage
cloud-dependent frames only needs
Security Protocol 32-bit mechamism 128-bit End-to-End Sigmificantly enhanced data
(unspecified) Encryption security
Alerting System Basic anomaly flagging Encrypted snapshot + | Provides immediate. actionable
Google Maps link intelligence
Core Methodology Pose-estimation & Graph = Frame-based analysis | More efficient and
Representation {Pixel & Pose computationally lightweight
heuristics)

Real-time alerting is tightly integrated into the system, transforming surveillance from a passive
observation tool into an active, responsive mechanism. When an anomaly is detected, the system
immediately generates notifications containing encrypted snapshots of the event, timestamps, and
geolocation data. These alerts are sent via multiple channels, including email, SMS, and application
notifications, ensuring that security personnel, emergency responders, or facility managers are informed
without delay. This real-time feedback allows for rapid intervention, mitigating hazards, preventing
accidents.

AIJFR25062495 Volume 6, Issue 6 (November-December 2025) 13


http://www.aijfr.com/

Advanced International Journal for Research (AIJFR)

E-ISSN: 3048-7641 e Website: www.aijffr.com e Email: editor@aijfr.com

By combining immediate notification with contextually rich information, the system ensures that
actionable intelligence reaches the responsible parties promptly, fulfilling both operational requirements
and regulatory obligations.

Latency and storage efficiency were also key evaluation aspects. Edge-based computation and
optimized memory management reduce end-to-end processing latency to under two seconds, making the
system viable for real-time applications where every second counts. Data storage is optimized through
selective frame retention, where only frames containing anomalies are stored while all other footage is
discarded. This reduces storage requirements by approximately 80%, conserves memory, and aligns with
GDPR and HIPAA principles of data minimization, ensuring privacy without compromising operational
effectiveness.

Privacy and security are further reinforced through 128-bit end-to-end encryption of all stored frames
and alert communications. Unlike baseline systems that employed only 32-bit encryption, our framework
provides significantly enhanced protection against unauthorized access, interception, or tampering.

Each alert contains encrypted snapshots alongside geolocation links via Google Maps, enabling rapid
situational awareness while maintaining strict compliance with data protection regulations.

The system’s usability was carefully considered, with a Python-based graphical user interface offering
live webcam support, interactive file uploading, and real-time event logging. This interface is accessible
to both technical and non-technical users, facilitating deployment in diverse environments including
industrial facilities, healthcare centers, transportation hubs, and public spaces.

Flexible connectivity options, including wireless CCTV linkage and Bluetooth integration, further
enhance the system’s scalability. Additionally, pre-trained models for future enhancements such as text-
to-speech announcements or automated public notifications allow the framework to evolve into a fully
intelligent, interactive surveillance solution

In summary, the evaluation confirms that our proposed framework surpasses existing baseline models
across all critical dimensions: anomaly detection accuracy, real-time responsiveness, latency, storage
optimization, privacy, usability, and security. By integrating input acquisition, 72 specialized
mathematical models for anomaly detection, selective frame retention, end-to-end encryption, real-time
alerting, and an intuitive user interface, the system demonstrates a seamless convergence of academic rigor
and industrial applicability. Table-2 presents a detailed overview of the anomaly detection performance
for each sub-model, underscoring the system’s robustness and its ability to provide scalable, real-time,
and regulation-compliant surveillance solutions for modern, safety-critical environments.

A major focus was placed on optimizing latency and processing efficiency. Through edge-based
computation and smart memory management, the system achieves a processing delay of less than two
seconds, making it truly viable for real-time applications. Furthermore, the intelligent data storage
approach only saves selective anomaly frames, discarding general footage. This practice reduces storage
needs by an estimated 80\%, aligning with data minimization principles required by regulations like GDPR
and HIPAA without compromising operational efficacy. The framework employs 128-bit end-to-end
encryption for all data and alerts, a substantial upgrade from the prior, weaker 32-bit encryption
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mechanisms. This provides significantly enhanced protection against interception and unauthorized
access. Alerts are enriched with encrypted snapshots and geographical coordinates via Google Maps links,
ensuring rapid situational awareness while enforcing strict data protection compliance. It offers live
webcam support and remote file uploading. This simple interface makes the system equally accessible to
both technical and non-technical users, facilitating seamless deployment across diverse environments like
industrial facilities, hospitals, transportation hubs, and public spaces.

The framework supports flexible connectivity, including optional integrations with CCTV linkage and
Bluetooth, enhancing its scalability and adaptability. Future enhancements are also accommodated
through pre-trained modules for features like text-to-speech announcements and automated public
notifications, allowing the platform to evolve into a comprehensive, intelligent surveillance solution. The
proposed design represents a modern, scalable, and regulation-compliant solution. Its performance
surpasses existing benchmarks across all critical metrics, including detection accuracy, real-time
responsiveness, storage optimization, privacy, and usability. It integrates a set of specialized mathematical
models for anomaly detection, selective frame retention, end-to-end security, and real-time alerting,
providing a sophisticated yet user-friendly interface that meets rigorous industrial and security standards.

The ultimate goal of this project is to securely deliver the analyzed data generated from edge nodes and
the statistical analysis module to the end user. To achieve this, a smartphone application is being developed
that provides real-time access to key insights while ensuring the privacy of individuals. The application
serves two main purposes: delivering analyzed data to the end user and enabling them to search the
database. Through this application, users can obtain information such as the real-time number of people
at each location, occupancy indicators derived from historical data, bird’s-eye views of pedestrians across
multiple cameras, occupancy patterns visualized through heat maps, details of anomalous behaviors
including their type, time, and frequency, as well as cumulative and average statistics of detected objects
over time. Users are also notified immediately through their devices if any anomalous behavior is detected.

Authentication and authorization are critical components of this system. Users register and log in using
minimal details, including their first name, last name, email address, mobile number, and password. A
temporary passcode is sent to the registered email address to verify the user before granting access to the
home page. The backend of the application is built on a cloud service that provides authentication, data
modelling, API creation, and storage. All user data is encrypted and stored securely in the cloud, ensuring
maximum privacy and protection. Upon logging in (Fig.6.1), users are greeted by the home screen,
designed according to user experience heuristics to allow seamless navigation. The bottom navigation bar
enables users to switch between the dashboard, search, and profile screens, while the toolbar at the top
provides quick access to log out and view notifications. The application supports multiple cameras across
various locations(Fig.6.2). Users can select a location and view all associated cameras, displayed in a card
view that includes the camera name and a colored border indicating whether the camera is live. Selecting
a camera card opens the camera screen, which provides detailed, real-time information about the location
(Fig.6.3), without storing personal data from the video feed.

On the camera screen, users can see the number of people currently identified at the location(Fig.6.3),
along with the timestamp of identification. The occupancy indicator provides context by comparing the
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current number of people with historical averages at the same time. Users can also view heat maps and
bird’s-eye views by tapping the respective buttons below the occupancy indicator. Heat maps visualize
areas of high and low density using colour codes, allowing the analysis of movement patterns and the
identification of frequently visited areas, which can be particularly useful in retail stores or public spaces
for resource allocation. Bird’s-eye views transform the camera perspective into a top-down representation
on an X-Y axis, showing the distribution of people and the distance between them, providing a spatial
understanding of occupancy and crowd behaviour. Together, these tools allow users to monitor locations
effectively without compromising individual privacy.

Anomalous behaviours are defined as abnormal actions detected at a camera location, and the system
is capable of identifying multiple types of anomalies depending on the context, including the presence of
firearms, mass gatherings, abandoned objects, or violent acts. Users receive real-time notifications when
an anomaly is detected, either via push notifications, text messages(Fig.6.4), or email, ensuring timely
awareness and enabling proactive measures. The statistical analysis feature allows users to access detailed
insights, including the number of people detected per camera, timestamps, and anomalies over the past 24
hours. The dashboard aggregates data from all live cameras at a location, presenting both the number of
detected people and anomalies in graphical form for quick comprehension.

By combining occupancy indicators, heat maps, and bird’s-eye views, the application provides
comprehensive insights while protecting public privacy. The system avoids storing raw video or images,
instead leveraging anonymized data for real-time monitoring, predictive analysis, and resource allocation.
This approach makes the application highly valuable for various domains, including educational
institutions, hospitals, restaurants, commercial spaces, and public facilities, allowing efficient monitoring,
better decision-making, and enhanced safety without compromising individual privacy.
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6.FUTURE SCOPE AND CONCLUSION

The proposed intelligent surveillance framework demonstrates robust performance in real-time
anomaly detection, privacy preservation, and system efficiency. By employing a frame-based analytical
approach powered by multiple trained mathematical sub-models and optimized edge-cloud collaboration,
it offers significant improvements over existing baseline systems in accuracy, latency, storage, and data
security. The selective data storage protocol, combined with 128-bit end-to-end encryption, ensures
compliance with stringent privacy regulations such as GDPR and HIPAA, without compromising
operational effectiveness. Additionally, the user-friendly interface and flexible connectivity options
enhance the framework’s applicability across diverse domains including public safety, healthcare,
industrial facilities, and commercial spaces.

Looking ahead, several promising avenues can extend the capabilities and impact of the framework.
Integrating federated learning techniques will enable collaborative training of anomaly detection models
across distributed nodes without sharing raw data, further enhancing privacy and security. Edge-cloud
hybrid processing strategies could be refined to balance real-time responsiveness with in-depth
behavioural analytics, including long-term pattern recognition and predictive maintenance. The
incorporation of multimodal sensors such as audio, thermal imaging, and environmental detectors will
improve robustness in challenging conditions like low visibility or crowded scenes. Finally, expanding
the system to support automated public announcements, multi-camera synchronization, and advanced alert
customization will elevate its real-world usability and proactive safety management.

In summary, this research establishes a next-generation smart video surveillance framework that
effectively balances high detection accuracy, low latency, stringent privacy safeguards, and operational
scalability. It bridges the gap between academic innovation and industrial applicability by delivering a
comprehensive solution that respects ethical and legal requirements while meeting the demands of modern
safety-critical environments. The modular and extensible design ensures the system remains adaptable to
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emerging challenges and technology advances, setting a new benchmark for intelligent, privacy-centric
surveillance systems.
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