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Abstract 

Comparison of information among individuals, companies or government agencies in some instances is 

unavoidable. In scenarios of the comparison of information, the individual data owners have to willingly 

or compelled to find the intersection of their private set of information. Cryptographic private set 

intersection helps in the computation of the intersections securely without the disclosure of any other 

information not in the intersection. The protocol in this paper helps users securely and efficiently 

compute their private set intersection without disclosing any other information. The protocol has 

communication and computation complexities of . The sizes of the communication and 

computation complexities make the protocol ideal to be used on any device. 
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1. Introduction 

Since the inception and development of the Internet, privacy has been more and more difficult to achieve 

and maintain. In order to maintain the privacy and the anonymity of the data whether at rest or in transit, 

it is usually encrypted. In some jurisdictions, storing or transmitting unencrypted data legal 

consequences. [1] opined that, there are national privacy protection laws that forbid the processing of 

non-anonymized records between institutions and even within the same institution. Even though non-

anonymized or encrypting data secures it from unauthorised usage, it makes it almost impossible for 

statistical studies. As a result of data being encrypted, comparison of data from different organizations is 

difficult or impossible in some cases. In order to find the items that are common in two or more list, 

brings to the fore private set intersection (PSI). PSI is a class of cryptographic protocols that allows the 

computation of the intersection between private set of attributes of two or more parties without revealing 

any other information apart from the intersection set.  

 

Hence, PSI has the capability of helping two or more parties compute the intersection of their attributes 

while ensuring that, nothing beyond the intersection is revealed. PSI can be applied in scenarios such as: 

 A government agency wants to know the students exposed to a condition but the school is not 

willing to give out its list of students;  
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 In order to check if persons on a travel ban are on the flight manifest of an airline, the law 

enforcement agency is not willing to disclose its list of persons on the travel ban and the airline 

also does not want to give out its flight manifest; 

 A bank investigating if a loan defaulter has savings in other banks but each bank unwilling to 

disclose the identities of its customers.  

 

Since PSI was proposed by [2], there have been many variants. Some of the variants of PSI in literature 

include those based on; homomorphic encryption [3], [4], [5], [6], [7], [8], [9], [10], [11], [12]; 

Oblivious Polynomial Evaluation and transfer [13], [2], [14], [15], [16], [17], [18], [19], [12]; garbled 

circuit [20], and [21]. In most real-world applications of PSI, the protocol is unbalanced. In unbalanced 

PSI protocols, one party, usually the client, has a smaller set of attributes and less computational power 

as compared to the other party, the Server [22], [23], [24], [25], [26], [27], [28]. This is a common 

assumption in many applications of PSI. The laconic PSI is a variant of the unbalanced PSI in which 

only the Server learns the output of the intersection protocol [22], [23]. Labelled PSI is an unbalanced 

intersection protocol where each of the attributes in the private set of the server has an identity attached 

to it, [29]. 

 

Circuit PSI is an intersection protocol where the output of the intersection is computed as a function 

instead of either the number or type of attributes in the intersection set. Another variant of intersection 

protocol is the PSI-Cardinality. In this intersection protocol, the output is the size of the number of 

attributes. In scenarios where the sum of the values of the elements in the protocol is of interest, the PSI-

Sum [30] is used.  

 

This research paper seeks to propose efficient and privacy-preserving protocol for the computation of the 

intersection between parties. The protocol is secure against semi malicious and malicious attacks. In 

order to make it usable on handheld devices, the proposed protocol is light-weight as it does not use 

algorithms with high computational complexities.   

 

In this paper, private set intersection is discussed in Section 2; related research works is in Section 3; the 

proposed protocol – the algorithm for the matchmaking and the security of our algorithms are presented 

in Section 4 with the conclusion in Section 5  

 

2. Literature Review 

[31] proposed three private-set intersection sums with cardinality protocols which relies on Diffie-

Hellman techniques and use Random Oblivious Transfer and encrypted Bloom filters. [32], [33] 

proposed algorithms based on homomorphic encryption scheme for the secure and efficient computation 

of the intersection of several data sets. In order to avoid expensive computation using homomorphic 

encryption or zero-knowledge proof, [34] proposed a game-theoretic model for the computation of 

intersection of sets which satisfies computational Nash equilibrium. 

  

Oblivious Bloom intersection protocol with linear complexity and relies mostly on efficient symmetric 

key operations was proposed by [35] for the computation of intersection. [31] in their paper proposed 

four PSI protocols – based on bilinear maps, secret sharing, modular inverse and symmetric encryption 
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for the optimal computation of intersection of private sets. [36] proposed an efficient multi-client 

functional encryption (MCFE) scheme that is capable of computing the intersection of ciphertexts from 

two parties. To mitigate the problem of securely and efficiently computing the intersection of private 

sets of two parties, multi-party protocols based on Bloom filters and homomorphic PKEs was proposed 

by [33].  

 

[37] proposed an intersection protocol to model scenarios where all vehicles at an intersection can safely 

go through it without collisions. They were of the view that, their protocol can replace traffic lights as 

the vehicles will execute the proposed protocols among themselves to determine who has the right of 

way. [38] proposed an efficient MP-PSI protocol that is resistant against collision, malicious attacks and 

enables large number of participants with small number of attributes without performance dropping. [32] 

proposed two multi-party (MPSI and T-MPSI) protocols based on Bloom filters and threshold 

homomorphic PKEs with linear computation and communication costs. These protocols are secure in the 

semi-honest model.   

 

In order to enable client and servers compute the intersection of their attribute sets efficiently and 

securely, [29] proposed PEPSI. [39] proposed a TPSI protocol based on garbled Bloom filter (GBF) and 

threshold secret sharing. Reed-Solomon decoding algorithm was combined with the proposed protocol 

to help reduce the computation cost and enhance efficiency.  

 

The practical applications of two-party PSI include measuring the effectiveness of online advertising 

[40], contact discovery [28]. On the other hand, multiparty PSI finds application in contract tracing 

during the COVID-19 [27].  

The real-world application of PSI is based on protocols utilizing trusted third-party, or the distributed 

approach or a hybrid of the two. Protocols that are based on the trusted third party include [41], [42], 

[43], [44]; the protocols that are based on the distributed approach include (Yang et al., 2010), [46], [47], 

[48]; also, some of the protocols based on the hybrid system include [49], [50], [51], [52], [53], [54], 

[55], [56], [57], [58], [59], [60].  

  

3. Proposed Protocol  

The algorithm 1 in this research paper is based on modified protocol in [61]. Each of the parties who 

want to undertake the private set intersection have a set of attributes chosen from a larger set . Using 

the attributes in the larger set , each of the parties  and  form a binary set of their attributes. For 

simplicity of the protocol, let us assume there are only two persons  and  in the protocol. Let 

 and  be the binary set of private set of attributes of  and B 

respectively. It must be noted that,  ,  and .  In order to ensure the privacy 

and security of the individual binary attributes, each binary private set of attributes are randomised to 

prevent attribute mapping attack. Assume  wants to compute the number of attributes that’s common to 

   chooses two large primes α, β and n positive random numbers  such that 

.  executes steps (i – v) of Algorithm 1 keeps  secret and sends 

. Also,   computes steps vi and vii of Algorithm 1 and sends  to 

.  When  receives , computation of    is made, where . This 
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computation represents the scalar product of . The output of the computation of the 

scalar product indicates the number of attributes common to both sets. When Algorithm 1 is completed, 

the number of elements they have in common will be known.  If the number of attributes they have in 

common is greater than  (a threshold set by ) and they want to know the actual elements common to 

both, they proceed to Algorithm 2.   

 

Algorithm 1 Privacy-preserving Scalar Product Computation  

Requirements:  binary vector  and  binary vector  

 does the following operations; 

i : chooses two large primes α, β 

ii : set  and choose n positive random numbers  such that  

iii : for each element  ,  chooses a random number  and compute .  

iv :  further computes .  

   for  

v :  keeps  secret and send  

vi :  does the following; for each ,  

if  

 then  

if  

 then  

         If  and , then  

vii :  computes and sends  to   

viii : Both  and  compute     which is the scalar product of    

where  

 

A and B choose large primes  and  as their secret keys respectively. Each of them exponentiates the 

attributes with the secret key, computes the hash and exchange with each other. A sends 

 to Bob; while Bob also sends  to Alice. Bob exponentiates 

 with his secret key and returns  to Alice. Alice also 

exponentiates  with her secret key and returns  to 

Alice. Each of them computes the intersection . The 

elements obtained in the computation of this intersection, is the set formed from the first element of the 

pairs in  whose second element is in the set . At the end 

of Algorithm 2, the actual attributes they have in common will be known by each of them. In the 
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protocol in this paper, attributes are the same if they are semantically the same. The protocol has 

communication and computation complexities of .  

    

Algorithm 2 Exchanging of Common Attributes 

Require: A’s interests are  and secret key  

               B’s interests are  and secret key  

1: Alice computes and sends to Bob   

    Bob computes and sends to Alice    

2: Bob computes and sends to Alice,  

    Alice computes and sends Bob,  

3: Alice creates a list    

    Bob also creates a list    

4: Alice and Bob compute   

    The computation of the intersection,  is the set formed from the first element of the    pairs in S 

whose second element is in the set T.  

 

4. Security 

Recently, privacy and security of private information have become very difficult to achieve and maintain 

with the advent of Internet. There are situations where untrusting parties need to compare the 

information they possess individually. The protocol in this paper helps users to compare the content of a 

document or a set of attributes without leaking any other information. The first part of the protocol 

enables them know only number of attributes they have in common. The parties will proceed to execute 

the second algorithm if the actual attributes need to be known.  

 

4.1 Correctness of the Algorithm  

Each party computes  where   when   and for 

, . With the knowledge of D, each of them is able to compute 

  which is the scalar product of , where . Hence, 

at the end of this protocol, each party is able to know just the number of attributes that are common in 

both private attribute set. In algorithm 2, both compute 

. Hence, both get to know the actual number of 

attributes they have in common simultaneously. Since, the computation of,  , the number of 

attributes common to both parties and , gives the actual attributes they have in common by both, 

the protocol is correct.  

http://www.aijfr.com/


 

Advanced International Journal for Research (AIJFR) 

E-ISSN: 3048-7641   ●   Website: www.aijfr.com   ●   Email: editor@aijfr.com 

 

AIJFR26013414 Volume 7, Issue 1 (January-February 2026) 6 

 

4.2 Achievement of Privacy in the Algorithm 

 

The protocols in this paper ensures the privacy of users’ attributes. At the end of algorithm 1, only the 

number of attributes they have in common is known by both parties. Hence, nothing about the actual 

attributes of each party is disclosed. Also, at the end of algorithm 2, the actual attributes they have in 

common will be known by both. Only the attributes they have in common but nothing else.  

 

4.3 Attacks on the Protocol and Countermeasures 

 

In algorithm 1,  is very large set of attributes such that, ,  and . Each user 

uses  to form a binary set of his / her attributes. Mapping a user’s attributes to the , one (1) indicates 

the presence of the attribute in the user’s set and zero (0) indicates the absence of the attribute in the 

user’s set. The randomisation of each user’s set of attributes is to prevent mapping attacks. Mapping 

attack occurs when an attacker is able to map the binary representations to the actual attributes of the 

other. Hence, this protocol is resistant against this form of attack. The protocols are executed 

individually hence, one party may not know the other parties in the protocol. However, if some parties 

want to know the attributes of A, there should be the collusion of  individuals. Hence, this 

protocol is collusion resistant.     

 

5. Discussion and Conclusion 

  

The world is now inter-connected on all sphere of human activities. In as much as the inter-connectivity 

is good, unfortunately it has its issues. One of the issues is the privacy of personal information. Even in 

situations where personal information is not meant to be private, owners of the data there are concerns 

about who might be using it. In some scenarios, individuals, companies or agencies need to compare the 

information each has. The protocol in this paper facilitates the comparison of the content of their 

respective information. The protocol has communication and computation complexities of . The 

sizes of the communication and computation complexities make the protocol ideal to be used on any 

device. 
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