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Abstract 

Recent advances in Artificial Intelligence have enabled the widespread adoption of voice-based virtual 

assistants for desktop automation and human–computer interaction. However, most existing assistants rely 

heavily on continuous internet connectivity, raising concerns related to latency, privacy, and reliability in 

low-connectivity environments. This paper presents Cosmo, a Python-based AI virtual assistant that 

employs an adaptive hybrid architecture capable of dynamically switching between online and offline 

processing modes. In online mode, Cosmo leverages large language models (LLMs) through cloud APIs 

for complex conversational tasks, while in offline mode it utilizes lightweight local speech recognition 

and text-to-speech engines to ensure uninterrupted functionality. Experimental evaluation demonstrates 

that the proposed hybrid approach improves response reliability and reduces average task latency during 

network failures while maintaining acceptable accuracy. The results indicate that Cosmo provides a 

practical, privacy-aware solution for desktop automation, education, and productivity applications. 

 

Keywords—AI Virtual Assistant, Hybrid Architecture, Offline Speech Recognition, Desktop 

Automation, Human–Computer Interaction, Privacy-Aware Systems 

 

1. Introduction  

The Voice-based AI assistants have become an integral component of modern human–computer 

interaction, enabling users to interact with systems through natural language. Popular assistants such as 

Alexa, Google Assistant, and Cortana primarily rely on cloud-based processing, which provides high 

accuracy but introduces challenges related to privacy, latency, and dependency on stable internet 

connectivity. These limitations restrict their usability in offline or resource-constrained environments. To 

address these challenges, this paper proposes Cosmo, an adaptive hybrid AI virtual assistant designed to 

operate efficiently in both online and offline modes. The system dynamically detects network availability 

and selects appropriate processing pipelines accordingly. The main objective of this research is to 

investigate whether a hybrid online–offline architecture can enhance reliability and usability without 

significantly degrading performance. 
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A. Related Work 

Previous research on virtual assistants has explored cloud-based conversational agents, multimodal 

interaction systems, and desktop automation tools. Joshi et al. proposed a personal desktop assistant 

focusing on task automation but relied entirely on online services. Bohouta and Kepuska compared speech 

recognition APIs, highlighting trade-offs between accuracy and computational cost. Recent studies have 

emphasized usability and privacy concerns in voice assistants, suggesting the need for offline-capable 

solutions. Despite these contributions, limited research has focused on adaptive hybrid architectures that 

seamlessly integrate online intelligence with offline reliability. Cosmo addresses this gap by combining 

cloud-based LLMs with local speech processing engines. 

 

2. System Architecture 

B. Core architectural components 

First, The architecture for a Python-based AI virtual assistant  hybrid online/offline 

functionality consists of a core, modular system that switches its capabilities and data sources based on 

internet connectivity. The assistant is composed of several independent components, including a user 

interface, input processors, a command interpreter, and a task execution module. 

C. Input layer 

This module captures user requests and converts them into a format system can understand. Speech 

Recognition: Uses Python libraries like Speech Recognition to transcribe audio from the user's 

microphone into text. Online Mode: Utilizes more powerful, cloud-based APIs like Google's Speech 

Recognition for higher accuracy. Offline Mode: Uses local, lightweight models such as Vosk or 

Whisper, which require no internet connection. Text Input: Receives typed commands directly from the 

user through the assistant's graphical user interface (GUI). 

D.  Processing layer 

This is the central "brain" of the assistant, interpreting the user's intent and deciding on the 

appropriate action. Natural Language Processing (NLP): Intent Recognition: Analyses the processed 

text to determine the user's goal, such as "open an application" or "search for information". Online 

Mode: Can integrate with larger, more powerful LLMs via APIs for complex, conversational tasks. 

These models are trained on vast datasets and provide more nuanced responses. Offline Mode: Relies 

on a local knowledge base with pre-defined commands or simpler NLP techniques like keyword 

matching and regex extraction. Data and Knowledge Management. Online Mode: Retrieves real-time 

information from external APIs for services like Wikipedia, weather forecasts, or news updates.  

E. Task execution layer 

     This module performs the actions based on the command decision. Desktop Automation: Uses 

Python libraries to interact with the local machine. It stimulates mouse and keyboard actions to control 

GUI elements. OS and sub processes modules execute system commands like opening applications or 

managing files. Hybrid Operation: The assistant automatically selects the correct functionality based 

on the current mode. For example, a search command would use a web API in online mode but switch 

to the local knowledge base or a simple "cannot connect" response in offline mode. 
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F. Output layer 

This module converts the assistant's response into a format the user can understand. Text-to-Speech 

(TTS): Uses libraries like pyttsx3 to convert text responses into spoken audio. Online assistants may 

use more advanced, natural-sounding voice APIs. Graphical User Interface (GUI): Displays text, visual 

elements, and the results of a command directly on the desktop screen. 

G. Hybrid functionality workflow  

  The hybrid capability is implemented through conditional logic that checks for an active internet 

connection. Start: The assistant is always listening for a "wake word" using a lightweight, locally 

processed model. Check Connectivity: When a command is received, the system first checks if it can 

access the  

Internet. If online: The request is sent to the cloud for advanced processing, like complex LLM queries 

or real-time data retrieval from web APIs. If offline: The request is handled locally by the on-device 

NLP model, which matches it against a pre-defined set of system commands and offline data. Execute 

and Respond: The appropriate task is executed (e.g., open a local app or perform a web search), and the 

response is delivered via TTS or the GUI. 

 
Fig.System Architecture 

PROPOSED SYSYTEM 

 We are proposing a system in an efficient way of implementing a Personal voice assistant, Speech 

Recognition library has many in-built functions, that will let the assistant understand the command given 

by user and the response will be sent back to user in voice, with Text to Speech functions. When assistant 

captures the voice command given by user, the under lying algorithms will convert the voice into text. 

And according to the keywords present in the text.  

This is made possible with the functions present in different libraries. Also, the assistant was able to 

achieve all the functionalities with help of some API’s. We had used these APIs for functionalities like 

performing calculations, extracting news from web sources, and for telling the weather. We will be sending 

a request, and through the API, we’re getting the respective output. API’s are very helpful in performing 
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things like calculations, making small web searches. And for getting the data from web. In this way, we 

are able to extract news from the web sources, and send them as input to a function for further purposes. 

Also, we have libraries like Random and many other libraries, each corresponding to a different 

technology. 

 
Fig.UML Diagram 

 

RESULT 

The Cosmo AI Virtual Assistant was evaluated based on its functionality, accuracy, responsiveness, 

usability, and offline capability. Each module of the assistant—voice recognition, natural language 

processing, task execution, text-to-speech, and GUI—was tested under different environments, including 

both online and offline conditions. The goal was to validate whether Cosmo could act as a dependable, 

real-time, AI-powered assistant capable of automating system tasks and engaging in intelligent 

conversation. The results demonstrate Cosmo’s effectiveness, its strengths, and areas where future 

improvements can be made. 

 

 
 

Fig.Home Interface 

 

 The real-time system statistics panel serves not just as a monitoring tool but also as a performance 

diagnostic module. It reflects how much CPU, RAM, and disk space Cosmo is consuming, which is vital 
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during continuous use, especially in embedded or resource-constrained systems. Similarly, the command 

log panel on the right serves a dual purpose: it helps users track their spoken commands and also assists 

developers in tracing module responses, errors, or system prompts.  

 

 
 

Fig. Opening applications by voice 

The image shows a scenario where the user has given the AI assistant a voice/text command to “open 

Notepad”, and the assistant successfully executed the command by launching Notepad on the desktop. The 

Notepad window is open on the left side of the screen, containing examples of for loops in C, Python, and 

Java, each printing numbers 0 through 9. On the right side of the screen, within the “Command Log” section 

of the futuristic Cosmo HUD Interface, the assistant’s activity is displayed in green terminal-style text 
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