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Abstract

Today, the preservation of the species is a great challenge. This study introduces a machine learning
system for automatically detecting fake news using language analysis tools. The system prepares text by
breaking it into words(Tokens), removing common words, shortening words to their base forms, and
turning text into numbers that show word importance. We tested five different methods—Logistic
Regression, Multino-mial Naive Bayes, Random Forest, and Support Vector—based classifiers Machine
(SVM), and Gradient Boosting—on 20,000 news articles. The results show that the best model achieved
an accuracy of over 95 percent, with strong precision and recall across various news types. The system
includes a simple web page that checks news in real-time and displays the level of confidence in the
results.This study helps Community resources such as the local press and radio to verify information
using computer methods.

Index Terms: Fake News Detection, Machine Learning, Natu-ral Language Processing, TF-IDF
Vectorization, Text Classifica-tion, Information Credibility

1. Introduction

With the fast development of fake news is now a seri-ous issue. Of social media and online news
sites. Today, information Spreads rapidly, but can be fake. It has been discovered that lies spread.
Changing people’s minds faster than their real news and can impact public opinion in a way. negative
way [3][16]. As a result, fake news is difficult to detect, In the last few years, has become a significant
issue. Traditional methods of fake news detection relied primarily on manual methods. Experts’
verification and fact-checking. While this approach is good if it is not time consuming nor
impractical to handle. The copious number of content created daily [14, 20]. Because of this restriction,
we wanted to know if an automated system could be developed that would enable us to explore the
possibility of using an automated system. system could be developed to classify news articles as real or
fake. Natural language processing (NLP) and machine learning (ML) are being used to tackle this
issue. A lot of language processing (NLP) methods have been applied. These methods examine the
patterns in text and linguistic features. Compares and contrasts authentic and fabricated news [1][8]. In
this project, instead of directly using complex deep learning models, and considered the simpler and
more interpretable machine models. learning algorithms that can provide good performance with lower
computational cost [11][26]. In im-plementing, we used customary text prepro- The process of

AIJFR26036382 Volume 7, Issue 3 (May-June 2026) 1


http://www.aijfr.com/

Advanced International Journal for Research (AIJFR)

E-ISSN: 3048-7641 e Website: www.aijffr.com e Email: editor@aijfr.com

converting text into lowercase, removing punctuation and other such operations is called cessesion.
stopwords, and stemming. TF-IDF was applied after some preprocessing the same TFIDF was used for
the final results. historically used to transform text-based data to numerical features, is A popular
method for text classification problems [7]. We Then trained several models such as LR, Naive Bayes,
Random Forest and Support Vector Machine. Based on our experiments, we noticed that Logistic
Regression- sion had the best overall accuracy and efficiency. This observation is confirmed by previous
Linear models have demonstrated success on studies, on text-based datasets [6][26]. According to these
results, Logistic We chose the final model with regression. For the system to be more useful, we also
created a An easy-to-use web page where users can submit news. Make predictions as you read the
content. This improves usabil- Accessibility and user-friendliness for all users even without skills.
technical knowledge. In general, the main concern of this project is to create a simple and an effective
fake news detection system which is both accurate and efficient, Interpretability, and real-world
usability.

2. LITERATURE REVIEW

Online media platforms have been inundated with misinfor-mation, making automated detection of
fake news a critical issue in society, which has garnered a lot of interest in the field. Scientists in
different disciplines have been devoting their efforts in understanding and countering this
phenomenon by designing simple machine learning classifiers and more complicated deep learning
architectures [1]. In 2017, Hewlett Packard Enterprise’s Shu et al. [1] took a big leap into the fake
news with an important contribution, which is related to data mining. They talked about three major
aspects — language features of news text, who is perceived as the source and what are the perceived
strengths and weaknesses of that source, and social context in which news is shared, i.e., ‘who, what
and how’ of information sharing. What they don’t agree upon is that the shape of a news text can give
a clue to its authenticity. Nowadays, the structure and the shape of an article have been demonstrated
to be an important aspect to distinguish between genuine and fake articles [8]. Allcott and Gentzkow
[2] studied the impact of misinformation in the real world in the context of elections and found that
misinformation had a negative effect. They showed that false information has the power to sway
public opinion, especially among voters, and the need to build scalable and reliable detection
systems, as it is impractical to effectively monitor all online content [16]. This need was accentuated
by the recent study carried out by Vosoughi et al., [3] that found fake news spread at a much greater
rate and was more widely shared than verified true news. This sparked additional studies on
automated systems for fact checking [17] that attempted to ’catch up with’ misinformation. To
guarantee reproducible investigations and comparable results, Wang [4] assembled a benchmark
corpus for short political statements (LIAR), which has been curated with the aim of conducting
systematic evaluations of fake news detection models. The use of a standardised data set helped the
field, enabling the researchers to use their methods on a common basis [18]. Naive Bayes (NB),
Support Vector Machines (SVM) and Logistic Regression (LR) are the classical machine learning
techniques found in the literature that have been tested on fake news classification [5][33]. The
interesting thing to note here was that these relatively simpler models were able to do a good job,
particularly when backed up with a good feature extraction method [19]. This finding is in opposition
to the notion that complex architectures are always needed for reliable detection. The success of
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the linear models such as logistic regression, applied to high dimensional text was further discussed
by Aggarwal [6] who showed that in the case of high dimensional text, the models can compete in
terms of performance. This work was self-assured enough to support the use of deep learning
architectures, which have much higher computational costs, than the traditional classification
methods. Representing features from text is an important part in the classification pipelines. In fact,
it is still believed that TF-IDF (Term Frequency-Inverse Document Frequency) weighting scheme, the
original version of which was introduced in 1988 by Salton and Buckley [7] years, is still among the
most used good feature selection techniques in the latest text classification problems [23][40].
Common pre-processing steps of the NLP pipelines, according to Bird et al. [8] were performed,
which included stopword removal, stemming and lemmatisation.Zhou and Zafarani [9] gave a general
overview about the field of fake news detection. A sufficient amount of literatures have been
reviewed as a basis for the present study. The findings obtained indicate that simple-to-interpret
machine learning techniques that have been proven in the literature are effective and practically
feasible approaches to fake news detection, especially if a machine learning model is well known and
followed by a well-known NLP preprocessing technique. The observation has then been used to
inform the design of the designed system which aims to be transparent, efficient and repeatable in its
calculations.

3. SYSTEM ARCHITECTURE

The proposed fake news detection system is based on easy-to-learn classifiers. The entire
workflow is divided into stages and the flow is carried from one stage to another by pipes and filters.
The whole process is segmented into several different steps and the steps are channeled to each other
using pipes/filter into a series of steps, which execute a different task in each [1][12]. The modular
building can be installed easily, a user friendly and well-structured system. The steps in the process
of the pipeline are:

1) Input and User Interface: The system has an input of news articles and offers user interface
through a web-based interface and interface technologies created using HTML, CSS and
JavaScript [16]. The technical and usability concerns are addressed by keeping the interface to a
minimum to support non-technical users. Upon submitting the input, it is passed on to a server
on the back end to further process it [32].

2) Text Pre-Processing: To improve the performance of the model, all of the input texts were pre-
processed, which included the following steps: text undergoes nor-malisation [8]. Text goes into
lower case for consistency. Elements of noise such as URLS, punctuation, numbers and common
stopwords are eliminated. Stemming in-volves changing words back to their roots. Data cleaning
process is applied before training a model using CRF [8][12].

3) Feature Extraction: Text pre-processed is converted to numerical representations using the TF-
IDF technique [7]. TF-IDF assigns weights according to the relative importance in the corpus,
highlights discriminative key-words while eliminating common uninformative terms [7][6].

4) Back-end and Classification: The back-end of the system is implemented in Python using Flask
libraries that can address API requests and connecting the model with the user interface [12].
Extracted feature vectors are classified by a Logistic Regression model into each article as real or
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fake [5][33]. LR has been chosen because of its effectiveness on high dimensional textual data,
computing time efficiency and greater accuracy. It is simpler than more complicated models, and is
easier to understand [6][26].

TABLE |
COMPARISON OF EXISTING FAKE NEWS DETECTION APPROACHES

Referen | Year | Methodology Dataset Performance Evaluation
ce
Shu et| 2017 | Data Mining Approach| Social Media Posts | Accuracy: 89%, F1-score: 0.87
al. [1]
Allcott | 2017 | Statistical Analysis Political News AUC: 0.88
e
t al. [2]
Vosough| 2018 | Diffusion Analysis Twitter Data Precision: 92%, Recall: 91%
i et al.
[3]
Wang | 2017 | Benchmark Models LIAR Dataset Accuracy: 82.23%
[4]
Jain  et| 2019 | Traditional ML Custom Dataset Accuracy: 91%, F1-score: 0.90
al. [5] Classifiers
Aggarwa| 2018 Text-based ML Text Corpora Accuracy: 94%, F1-score: 0.93
| [6]
Salton | 1988 | TF—IDF Feature Text Documents High feature effectiveness
e Extraction
t al. [7]
Bird 2009 | NLP Preprocessing NLTK Corpora Processing efficiency: 95%
e
t al. [8]
Zhou 2020 | Hybrid Approaches FakeNewsNet Accuracy: 98.36%
e
t al. [9]
Devlin | 2019 BERT Transformer CNN/DailyMail F1-score: 0.746
e
t al.
[10]
Rudin | 2019 Interpretable Models | Critical High interpretability
[11] Applications
Pedreg | 2011 | Scikit-learn Benchmark Excellent reproducibility
osa et Algorithms Datasets
al.
[12]
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Sharma | 2019 | Survey Comparison Multiple Sources | Comprehensive comparative analysis
et al.
[13]
Wardle | 2017 Information Disorder | Social Media Analysis of societal impact

e
t al.
[14]
Sokol 2020 Explainable Al Models| Model High transparency

e Interpretability
t al.
[28]
Kaplan | 2010 | Social Media Analysis | Platform Data Study of platform influence

e
t al.
[31]
Propo |2026 |LR+ TF-IDF + Web| Fake news Accuracy: 95%, Precision: 0.94,
sed Interface detection Recall: 0.93, F1-score:
Work dataset 0.935

TABLE Il

PERFORMANCE COMPARISON WITH STATE-OF-THE-ART MODELS

Model / Approach| Accuracy Precision Recall F1-Score Complexity
(%)

BERT-based [10] | 92.0 0.91 0.90 0.905 High
CNN-LSTM 95.5 0.955 0.956 0.956 High
Hybrid [27]
Random Forest [4] | 86.0 0.85 0.86 0.855 Medium
SVM with TF-IDF| 93.6 0.935 0.935 0.935 Medium
[7]
Naive Bayes 90.0 0.90 0.90 0.90 Low
[51[33]
Proposed (LR + | 95.0 0.94 0.93 0.935 Low
TF-IDF)
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4. DATASET DESCRIPTION

The data from the Kaggle website has been used in these research. and contains some 20,000 news
articles [4][19]. All information is in the main text and supporting Details about the author, headline,
source and date of the publication. date [4]. The labels are of three types: real, fake, Articles of news
which are false and misleading [5]. Fake and misleading news were grouped under one category to
simplify it to a binary classification task [20]. During preliminary investigations, it was found that A
subset of data was missing and there were some duplicate data in the In the dataset [12] basic cleaning
was performed. After pre-processing the data set was divided into two. where data from 80 percent was
used for training the models and the rest of the data for testing them. 20 percent of the remaining was
reserved for testing and evaluation [5].

Fake vs Real News Distribution Label Distribution %
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Fig. 1. Label Distribution of the Dataset
A glance at Figure 2 shows the length of the texts as well as the number of words that appeared
frequently in the news items in the collection [4]. The distribution of word counts has a tendency to be
concentrated around 100 words and most of the word counts for the entries falls between 800 words [7].
These documents are of long length which can be helpful in the pattern recognition process when
extracting features with TF-IDF method and when using machine learning tools to handle a large
number of documents [6].
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Fig. 2. Text Length and Word Count Distribution of News Acrticles
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5. METHODOLOGY

The overall approach taken in this work takes a step- The by step process for detecting fake news is
provided in [8][9]. It starts with cleaning and preparing the text data, after which important The TF-IDF
technique (5,7) is used for extracting features. A machine learning model then learns from these features.
The complete workflow of these steps is shown (Fig. 3).

E=L News Article Input

Result Output

Fig. 3. System Architecture of the Proposed Fake News Detection Framework

A. Text Preprocessing

Text cleaning is an essential first step when dealing with text data. Unprocessed text can hinder the
ability of language models to learn meaningful patterns from news articles [8]. Punctuation, URLS,
numbers and other symbols that do not convey much meaning are not necessary for classification
tasks [8]. Removing this unwanted content means the key details in the text are more easily
appreciated and aids in differentiating between various kinds of sounds and assists in grasping
nuances in news [20].

First, all news articles are converted to lower case so the text does not change across the data set [8].
After that, elements such as URLSs, special characters, numbers and punctuation marks are removed as
these do not help identify misinfor-mation [8]. Common words like “the”, ”is” and “and” are also
eliminated using a predefined stopword list to retain only meaningful words [12]. In the last step,
words are converted to their basic form using the Porter Stemming process, which ensures varied
shapes of a single term are treated alike and supports consistent model training [8][30]. The results of
this preprocessing step are a cleaned and normalised text corpus that can be used efficiently in the
feature extraction step [20]. The whole preprocessing pipeline is as follows:

1) Converting text to lowercase [8]

2) Deleting URLSs, punctuation and numbers [8]
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3) Removal of stopwords using the NLTK library [12]
4) Stemming using the Porter Stemmer [8]

B. Feature Extraction

Further preprocessing is followed by changing cleaned textual data into numerical form using the
TF-IDF technique [7]. Machine learning models cannot process the text directly; hence, feature
extraction must be performed to present the text in mathematical form [6].

TF-IDF performs weighting with respect to word frequency in a document and also with respect to
word importance across the entire dataset [7]. It assigns higher weights to words that occur frequently
in a particular document but less frequently across all the documents [7]. This helps the model
highlight the discriminative terms while diminishing the impacts of commonly occurring words [7].

Both unigrams and bigrams are used in the processes of TF-IDF vectorizing to catch both the
individual words and the short combination of words that yield a better contextual understanding
[40]. The feature selection parameters are used to limit the size of the vocabulary, reducing overfitting

[9].

C. Model Training and Classification

A variety of supervised machine learning models have been trained using TF-IDF vectors as
features for comparison [5][26]. The models chosen for this analysis include Logistics Regression
Models, Bayes Models, Random Forest Models, SVM Models, and Gradient Boosting Models for
comparison of various approaches such as linear models and ensemble methods [5][33].

The dataset is split into training and testing data with an 80:20 split for proper assessment [12].
During the training process, each algorithm learns patterns from the data used for training on how to
distinguish real from fake news articles based on their data [5]. To check the performance of the model,
cross-validation is used so that the results are more reliable and not based on just one split of data [20].
Performance is then measured using metrics like accuracy, while precision helps in understanding how
correct the predictions are. Metrics like Recall show different sides, while the F1-score adds balance
between them [5][15]. From the results of the experiment, it can be determined that the final model will
employ the use of Logistic Regression because of its highly accurate results and good performance [19].

D. Model Deployment and Prediction Flow

After determining the optimal model, the best model and TF-IDF vectorizer are saved using Joblib
[12]. The trained model is implemented using the backend development tool Flask with RESTful APIs,
which enables prediction functions [12]. Once the user provides news articles using the online interface,
all steps of preprocessing and feature extraction will occur before the news is fed into the trained model
[8].

This result triggers the model to make a prediction about whether the news is true or false, as well as a
confidence value [19]. This result is then sent back to the front-end and displayed in real time [32].
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6. EXPERIMENTAL RESULTS AND ANALYSIS

This particular section describes the experimental environ-ment, evaluation criteria, as well as the

analysis of the various machine learning models employed in detecting fake news [5][13].

A. Experimental Setup

80 percent trained, 20 percent tested - class balance Stable over both [12]No experiments were not
carried out This work involves using Python with the aid of the Scikit-learn library [12]. The same pre-
processing and feature extraction methods are applied to the two datasets.Both datasets are preprocessed

and features extracted in the same way. To ensure a fair comparison, each of these models was applied
to all three models. To evaluate the performance of the models, standard metrics such as accuracy,

precision, recall, and F1-score were used [15]. Also, a cross-validation was used to verify the

performance of well the models do their work with unseen data [20].

B. Evaluation Metrics

A way of assessing effectiveness of the new system is by observing how well the system performs
by using specific measurements [15]. It was used to validate the predictions of this model come to
the actual answers, using a standard method [5]. Here, it is a matter of accurate flagging of stories

how frequently they are false. Not all guesses are correct, but they will only be scored if labeled
correctly.

1. Recall: One of the properties of the model that indicates how many samples of fake news it is

able to classify correctly.

2. F1-Score: F1 score is the harmonic average of the precision score and recall score [15].

C. Model Performance Comparison

Various machine learning classifiers were employed and tested, including Logistic Regression,
Naive Bayes, Random Forest, Support Vector Machines, as well as Gradient Boosting Machines
[5][26]. All models had similar performance levels, but Logistic Regression performed better on
accuracy mea-sures [19].

The test accuracy of the Logistic Regression model came out to about 91 percent, and its precision
and recall values were quite good and equal [5]. From the analysis of the confusion matrix, it can thus
be seen that the model is effectively classifying most of the actual news and at the same time has a
very good detection capability for fake news [5].
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Model Comparison - All Metrics
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Fig. 4. Performance comparison of different machine learning models
Fig. 4 presents the performance comparison of different machine learning models based on
evaluation metrics, high-lighting Logistic Regression as the best performing model [19].

D. Confusion Matrix and ROC Analysis

Confusion matrix: This is a summary of correct and incorrect classifications performed by a
classifier [15]. It can be noticed that there is a low level of false positives and false negatives, and this
shows how reliable the classifier is [5].

Moreover, the Receiver Operating Characteristic (ROC) curve is plotted to assess the tradeoff between
the True Positive Rate and the False Positive Rate, while the Area Under the Curve (AUC) illustrates
that the model performs well on the task of identifying actual versus forged news articles for any value
of the threshold [15].

Confusion Matrix - Logistic Regression
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Fig. 5. Confusion Matrix
Fig. 5 shows the confusion matrix for the Logistic Regres-sion model, indicating correct and incorrect
classifications of actual and fake news articles [5].
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___ROC Curve - Logistic Regression
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Fig. 6. ROC Curve
Fig. 6 The ROC curve of the Logistic Regression is shown in Fig. 6. model, exhibiting its
effectiveness in distinguishing. A very high AUC value [15] was achieved in distinguishing between real
and fake news.

E. Result Interpretation

As would be predicted, the tests were successful when These algorithms were developed using standard
machine learning technology, and were integrated with the care-taking through standard machine
learning techniques. Clean up of the text and TF-IDF scoring [5][7]. Despite its sim- Logistic Regression
was the best model for the task of fake story detection. - its approach to a range of text patterns
particularly reliable [19]. The first one fails on test; it is thus concluded that the previous one is
unsuccessful. The reason for using Logistic Regression was that there were no samples which had a
score of 4. The numbers check out, as it’s usable live in false. online stories [20].

7. DISCUSSION AND LIMITATIONS

The results achieved from carrying out the experimental evaluation and a multi-modal approach is
needed. Appropriate machine learning algorithms and text processing is applied. There is a capacity to
create strong and effective systems for mechanisms, companies and articles detection of fake news
[5][13]. The TF-IDF process used was helpful in extracting the relevant features from texts which
helped classification algorithms to classify real and fake news articles accurately [7]. Logistic
Regression is one of the strongest machine learn-ing algorithms in terms of the accuracy and equal
Precision and Recall [19] in detecting Fake News articles out of all the machine learning
algorithms tested for their performance evaluation. The trained model was then embedded in a web-
based user interface that makes the system more user-friendly [32]. The users will be able to enter the
text to be used in the news, and extract the prediction easily. The system is proven to be efficient in
computational aspects and does not need high end resources [20].

However, there are a few disadvantages in the proposed system. The system only relies on the textual
content and does not take into account the fact-checking sources and the sources’ credibility in the
news [14][24][35]. However, it is possible that this technique is not enough when dealing with fake
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news, as these are made by professionals [9][21]. Most of the data set is also derived from English.
Hence, it is difficult to generalize the system using different languages [9][25].

8. CONCLUSION AND FUTURE WORK

In the present study, the problem of fake news detection was tackled using machine learning
techniques, and the solution was presented in the form of a machine learning-based fake news
detection system [1][13]. This detection system success-fully classified the news into whether it was
genuine or fake using natural language processing [8].

Multiple classification models were trained and evaluated tested, such as a range of supervised
learning algorithms, including Logistic Regression, Naive Bayes, Random Forest, Support Vector
Machine, and Gradient Boosting classifiers [5][33]. After experimenting with all classifiers and
observing results, Logistic Regression Classifier has been chosen as the final classifier as it provided
greater accuracy and was less complex computationally as well [19]. The developed model provided
a total accuracy of around 91 percent during testing and proved to be quite effective for detecting
counterfeit and misleading news articles [5].

The trained model that is integrated with a Flask-based backend and a web-based user interface,
enables It can be used in a real-time application with the system [12]. Users can input their news
text easily and obtain the prediction results. By using confidence level, the system can be used for.
non-technical people as well [32]. The results are clearly diagnostic of: that classical machine
learning models, when linked with Process and feature engineering efficiently, are able to, providing
best solution on the identification of fake news [20]. Although it works, there are some drawbacks to
the use of: proposed system. The model follows only patterns based on text words and doesn’t
interact with other existing facts in real-time. sources [14][35]. It can be challenging for it to
operate with extremely Written in a neutral and neutral way, news articles that are similar to
professional news articles. counterfeit news [9][21][38]. The system can analyze news Only articles
written in the English language [9, 25]. The research could be extended to enhance in the future the
system by incorporating deep learning approaches such As transformer-based models [10][32] have
grown, a growing number of users have begun to adopt them. For instance, articles in multiple
languages were added to the dataset [25][39]. and adding the analysis of the credibility of the sources

[91[35].
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