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Abstract:

With the rapid growth of digital communication, ensuring the secure transmission of image data has
become increasingly important. This paper proposes an optical image encryption that combines phase
encoding, Fresnel transform, Hessenberg decomposition and a chaotic Henon map to achieve enhanced
security. By combining these techniques, the scheme effectively obscures the visual and statistical
characteristics of the original image and generates a highly randomized ciphertext. The performance of
the proposed cryptosystem has been validated through extensive simulation studies. Histogram, mesh-
plot, and correlation analyses demonstrate that the encrypted images contain no recognizable information
about the original images. Furthermore, the high values of CC, PSNR, and SSIM, together with the low
MSE values, confirm the accurate reconstruction of the original image after decryption. The results
obtained under noise and occlusion attacks indicate that the scheme possesses strong robustness against
data corruption and partial information loss. Therefore, the proposed encryption method provides an
effective and reliable framework for secure image transmission and storage in modern digital
communication systems.
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1. Introduction

The rapid growth of digital technologies has significantly increased the use of images for storing and
sharing information. Digital images are now widely used in many fields such as banking, healthcare,
remote sensing, defence and social media. As these images often contain confidential information,
protecting them from unauthorised access during transmission and storage has become an important
research challenge. Therefore, the development of reliable and secure image encryption techniques has
gained considerable attention in recent time.

Optical image encryption has emerged as an important research area owing to its capability of providing
high security and parallel processing. A major breakthrough in this field was achieved by Refregier and
Javidi in 1995 with the introduction of the double random phase encoding technique (DRPE) [1]. In which
Fourier transform and two random phase masks are used to obtained the encrypted image. Because of its
simplicity and effectiveness, DRPE has become the foundation for many optical encryption methods. The
success of DRPE encouraged researchers to extend it to several other transform in effort to improve
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security and flexibility. Various optical transforms, including the Fractional Fourier transform [2], [3]
Fresnel transform [4], [5],[6], [7], [8] Hartley transform [9], [10], Gyrator transform [11], [12], [13],
[14],[15] fractional Hartley transform [16], [17], [18], Discrete Cosine transform [19] and fractional
Hermite transform [20], [21], have been successfully incorporated into image encryption schemes. Among
these the Fresnel transform has attracted significant attention because its propagation distance and
wavelength provide additional security parameter, thereby, increase the available key space. Also, no lens
is required in optical setup which reduce the complexity, cost and alignment requirements of the optical
system, and enhances the feasibility of practical implementation.

Although DRPE and its variants offer satisfactory encryption performance, several studies have revealed
that the DRPE is vulnerable to cryptographic attacks, including chosen-plaintext attack (CPA) [22],
known-plaintext attack (KPA) [23], [24] and ciphertext-only attack (COA) [25]. These security limitations
have motivated researchers to develop asymmetric optical encryption. As a result, in 2010 Qin and Peng
[26] proposed an asymmetric optical encryption method based on phase truncation. Although, this method
improved the security compared with conventional DRPE, subsequent investigations demonstrated that it
remained susceptible to iterative reconstruction attacks. These findings indicate that developing optical
image encryption scheme with improved security and robustness continue to be an active research
challenge.

In recent years, phase encoding [27] has been widely employed in optical image encryption because it
transforms the intensity information of an image into a complex phase representation. The encoded phase
image preserves the image information while concealing its visual content, thereby improving the security
of the encryption process. Furthermore, phase encoding can be efficiently integrated with optical
transforms, random phase masks, and chaotic systems to increase encryption complexity and enhance
resistance against various cryptographic attacks. Owing to these advantages, it has become an effective
preprocessing stage in many modern optical encryption techniques.

Chaotic systems have also been extensively employed in image encryption systems, because of their
inherent randomness and extreme sensitivity to initial conditions. These properties enable chaotic maps to
generate pseudo-random sequences that are highly suitable for image permutation and diffusion. Thereby,
improving the confusion and diffusion characteristic of encryption algorithm. A variety of chaotic map
Henon map [28], Umbrella map [29], [30], Tinkerbell map [31], [32], logistic map [33] and Bird wing
map [34] etc. have been successfully incorporated into optical and digital image encryption scheme to
enhance their security. In addition to chaotic system, matrix decomposition techniques have been widely
incorporated into optical encryption systems to further strengthen their security. Different decomposition
approaches, such as equal modulus decomposition [35], [36], [37], singular value decomposition [38],
[39], unequal modulus decomposition [40], [41], [42], [43], [44], random modulus decomposition [45],
[46] and Hessenberg decomposition (HD) [47] have been employed in different transform domains. These
techniques not only introduce additional secret keys into the encryption process but also increase the
complexity of the cryptosystem, enlarge the key space and improve resistance against attacks.

From the above discussion, it is clear that although a wide range of optical image encryption techniques
have been developed, there is still a demand for encryption schemes that provide higher security, improved
computational efficiency and strong robustness against various cryptographic attacks. Motivated by these
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challenges, this paper proposes a secure optical image encryption scheme based on Fresnel transform,
Hessenberg decomposition and Henon map based chaotic pixel scrambling. In the proposed approach,
phase encoding, random phase modulation, chaotic scrambling and matrix decomposition are jointly
employed to enhance the confusion and diffusion properties of the cryptosystem. The effectiveness of the
proposed scheme is verified through comprehensive security and performance analyses, including
statistical analyses, reconstruction quality and robustness test under noise and occlusion attacks.

The remainder of this paper is organised as follows. Section 2, presents the theoretical background of the
Fresnel transform, Henon map and Hessenberg Decomposition. Section 3 describe the proposed
encryption and decryption procedures in details. Section 4 discuss the simulation results together with the
security and performance analyses. Finally, section 5 concludes the paper, following the references.

2. Fundamental Concepts
This section briefly introduces the fundamental concepts employed in the proposed encryption method,
namely the Fresnel transform, Hessenberg Decomposition and Henon map.

2.1 Fresnel Transform

The Fresnel transform is an important diffraction-based mathematical tool widely used in optical image
processing. It describes the propagation of an optical wave from one plane to another over a certain
distance. For an input image V(X,y), the Fresnel transform at a propagation distance 1 and wavelength
9 can be expressed as

V(u,v) = FrT{V(x,y)} = f_oooo f_oooo V(x, y)Koy (u, v, x,y)dxdy (1)
where Ky, (u,v,X,y) is the kernel of Fresnel transform and it is given by:
Kon(u,v,x,y) = \/%_n exp (i 2%) exp (g (u—x)%+ (v— y)Z) (2)
In these expressions, (X,y) represent the coordinates in the input plane, whereas (u,v) denote the
coordinates in the observation plane after propagation. The parameters 9 and n correspond to the
wavelength of light and the propagation distance, respectively. Since the Fresnel transform depends on
both parameters, they can serve as effective secret keys in optical image encryption systems.

2.2 Hessenberg Decomposition
Hessenberg Decomposition (HD) is a matrix factorization method that transforms a square matrix into a
Hessenberg matrix through a similarity transformation involving a unitary matrix. This decomposition is
widely used in numerical linear algebra because it simplifies matrix operations while preserving the
eigenvalues of the original matrix. The decomposition of a square matrix A can be expressed as

A = PHP* 3)
Here, A is any square matrix, P is unitary matrix i.e. PP* = P*P = I and H is Hessenberg matrix i.e. H is
a matrix in which all entries below the first sub-diagonal are zero.

2.3 Henon Map

The Henon map is a two-dimensional discrete chaotic system that exhibits sensitive dependence on initial
conditions and control parameters. Because of its chaotic behavior and pseudo-random sequence
generation capability, it is widely used in image encryption for permutation and diffusion operations.
Which is mathematically defined as
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Xpe1 =1 — aszl + ¥n 4)

Yn+1 = bXp (5)
where, x, and y, represents the state variables at the nth iteration and a and b are control parameters. The
map exhibits chaotic behaviour for certain parameter values, commonly a = 1.4 and b = 0.3.

3. Proposed scheme

This section describes the encryption and decryption procedures of the proposed optical image encryption
scheme, which integrates Henon map and Hessenberg Decomposition (HD) within the Fresnel transform
domain.

3.1 Encryption Process
The complete encryption process is discussed in detail below and its corresponding flowchart is presented
in Fig. 1 for better understanding.

RPM1

Key
t
e | Phase Scrambling

Figure 1 Schematic flow-chart of encryption process.

Step 1 First of all, an input image I’ grayscale image is converted into phase image, which is
mathematically defined as
I = exp(i2nl’) (6)

Step 2 The phase image 1] is bonded with first random phase mask (RPM1), which is given by
[5=I] X RPM1 (7)

Step 3 Obtained result in step 2 undergoes Fresnel transform with propagation distance n; and wavelength
9;. The result is stored as I3, which is mathematically written as:

I3 = FRTy, ,, (1) (8)

Step 4 Henon map is applied on I3, to scramble the pixels, after that Hessenberg decomposition is applied
on the scrambled image, this process mathematically given by

[P,13] = HD (Scrambled I5 ) 9)
P is stored as private key and I is further processed.

Step 5 [ is again bonded with second random phase mask (RPM2), which is mathematically given by
equation 10.
I = I, Xx RPM2 (10)

Step 6 Iz is propagated through Fresnel transform with propagation distance 1, and wavelength 9,.
This I is the obtained encrypted image.
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3.2 Decryption Process
Decryption is the reverse process of encryption. The detailed decryption steps are described below and
illustrated in Fig. 2.

Figure 2 Schematic flow-chart of decryption process.

conj(RPM2) Key conj(RPM1)

|
R o= N e L AR |

Step 1 First of all, inverse of Fresnel transform is applied on the encrypted image I

By taking negative propagation distance (—n,) and wavelength 9,.The mathematical form of this step is
given by equation 12.
DI; = FRTy, _, (1) (12)

Step 2 Second phase mask (RPM2) is removed by multiplying DI; by conjugate of RPM2,
DI, = DI; X conj(RPM2) (13)

Step 3 Inverse Hessenberg decomposition is applied on DI, by multiplying the private key (P) and its
transpose, which is stored at the time of encryption.
DI; = PDI,P’ (14)

Step 4 Now, the pixels are descrambled by using inverse Henon map, with the same parameters and initial
conditions used for encryption. After descrambling of pixels again inverse Fresnel transform is applied
with propagation distance —1, and wavelength 9;.
This is mathematically expressed as

DI, = FRTy, _y,, (Descrambled DI3) (15)

Step 5 DI, is multiplied by random phase mask one to remove its effect and we get the decrypted image

by taking phase part and divide it by . In mathematical form it can be expressed as

_ angle(DI, x conj(RPM1))
1

5 (16)

DI; is our decrypted image.

4 Simulation Results

The proposed encryption scheme was simulated using MATLABR2024a on a computer equipped with an
Intel Core 17 processor, 16GB RAM and the window 11 operating system. The simulation results obtained
from the proposed method are presented and analyzed in detail in this section.’
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4.1 Visual Assessment

To evaluate the security, robustness and computational efficiency of the proposed cryptosystem, extensive
simulations were conducted using different grayscale images of different dimensions. For illustrative
purpose, the results corresponding to Cameraman image of size 256X256 pixels, are presented in this
section. The input image, its encrypted and decrypted images are shown in Fig. 3. A visual comparison
reveals that the encrypted

Figure 3 Visual results of (a) input 1mge, (b) encrytd image and (c) decrypte imag.
image exhibits a noise-like appearance with no visual structural information or recognizable pattern. In
contrast the decrypted image closely matches the input image, indicating the effectiveness of the proposed

algorithm. This demonstrates that the proposed algorithm successfully conceals the visual content of the
input image, thereby preventing unauthorized access to sensitive information.

4.2 Correlation Coefficient
The Correlation Coefficient (CC) is an important statistical measure used to determine the degree of
similarity between two images. mathematically the CC is calculated using the formula
cov(l', DI
C= (—5) (17)
Oy’ Opi,

where, [’ denote input image and DIg denote decrypted image. The term cov(IP, DI) represents the
covariance between input and decrypted images, while oyp, op; correspond to the standard deviations of
the input and decrypted images. A CC value close to unity indicating a high degree of similarity and a
value close to zero indicates that the images are not correlated while if CC value is close to negative one
implies strong negative correlation. In our proposed algorithm the CC value between input and decrypted
images is 1, this implies the two images are highly correlated. Also, the CC values between input and
encrypted images is 0.0031, close two zero, therefore the two images are not correlated.

4.3 Mean Squared Error

The mean squared error (MSE) is a widely used quantitative metric for evaluating the reconstruction
accuracy of an image. It measures the average squared difference between the pixel intensities of the input
and the decrypted images. The MSE is defined as
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1 M-1N-1
MSE = g D DIV G = DI (18)

1=0 j=0
where, I' (1,j) and DIs(i,j) denotes the pixel values at position (i,j) in the input and decrypted images
respectively. While, M and N represent the dimensions of the image. A lower MSE value indicates a
smaller reconstruction error and higher degree of similarity between the input and decrypted images. For
our proposed algorithm the value of MSE is 1.5259 X 10~°, which approaches zero. An MSE value
approaching zero signifies near-perfect reconstruction, demonstrating the effectiveness of the proposed
algorithm.

4.4 Peak Signal to Noise Ratio
The Peak Signal to Noise Ratio (PSNR) is a statistical metric that measures the similarity between an input
image and its reconstructed image. It provides an indication of the fidelity of the recovered image by
comparing the maximum possible pixel intensity with the reconstruction error. The PSNR is defined as
2

PSNR = 10.log;, (ML—SE> (19)
where, L represents the maximum allowable pixel value of the image and MSE denotes the mean squared
error between the input and reconstructed images. For an 8-bit grayscale image, L = 255. The PSNR
value of our proposed algorithm is 70.5553. This high PSNR value corresponds to better reconstruction
quality and indicates that the recovered image resemble the input image.

4.5 Structural Similarity Index Metric

The Structural Similarity Index Metric (SSIM) is an adopted metric for evaluating the visual quality of a
reconstructed image by comparing it with the corresponding input image. Unlike error-based measures,
SSIM assesses image quality by considering structural information, luminance and contrast. The SSIM
value typically lies between -1 and 1, with values closer to 1 indicating a greater degree of similarity
between the input and reconstructed image. The SSIM between the original image I’ and the decrypted
image DI5 is given by

SSIM(I, D) = (ZI;I’HDIS + A1)(2C0;’(I ,Dls) + Az) 20)
(wfs + Mpr, + Aq)(of + b1, + Az)

where, py and ppp, denote the mean intensity values of the input and decrypted images, respectively. The

term cov(l’, DIg) represents the covariance between the two images, while 012, and O'ZDIS correspond to their

variances. The constants A; and A, are small positive values introduced to maintain numerical stability
and avoid division by zero issues when the denominator become very small. An SSIM value of 0.9999 is
achieved by the proposed algorithm, indicating an almost perfect structural similarity between the input
and decrypted images. this confirms that the proposed algorithm effectively preserves the structural
characteristic of the input image during the encryption and decryption processes.
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4.6 Histograms and Mesh-plots

The histogram analysis is used to evaluate the capability of the proposed algorithm to hide the statistical
information of the input image. For a secure cryptosystem, the histogram of the encrypted image should
be significantly different from that of the input image. As shown in Fig. 4, the histogram of the encrypted
image differs significantly from that of the input image and exhibits a nearly uniform distribution, also the
histogram of decrypted image is same as that of input image. This indicates that the statistical
characteristics of the input image are effectively concealed, thereby providing strong resistance against
statistical attacks.

1000 ‘ ‘ ‘ | (a) 600 | | | | (b) 1000 | | | | (C)
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Figure 4 Histogram plots of (a) input image, (b) encrypted image and (c) decrypted image.

Mesh-plots provides a three-dimensional visualization of image intensity variations and are useful for
assessing the randomness introduced by the encryption process. As shown in Fig. 5, the mesh plot of the
input image exhibits a smooth and structured surface, indicating strong spatial relationships among
neighbouring pixels. In contrast, the encrypted image produces an irregular and highly distorted mesh
structure with no recognizable patterns. This significant transformation demonstrates that the proposed
encryption scheme effectively disrupts the input image characteristics, thereby improving its resistance to
statistical and structural attacks.

300

Figure 5 Mesh plots of (a) input image, (b) encrypted image and (c) decrypted image
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Figure 6 Effect of occlusion attack (a), (c) and (e) are occluded image with occlusion 19.53%, 39.06%
and 58.59 % (b), (d) and (f) are their respective decrypted images

To examine the resilience of the proposed algorithm against data loss, occlusion attack is performed by
intentionally removing 19.53%, 39.06% and 58.59% of the pixels from the encrypted image. The occluded
encrypted images are shown in Fig. 6(a), Fig. 6(c) and Fig. 6(e), while the corresponding decrypted images
are presented in Fig. 6(b), Fig. 6(d) and Fig. 6(f), respectively. Despite the loss of a considerable portion
of the encrypted data, the decrypted images retain their essential visual information and remain easily
identifiable. These results demonstrate the ability of the proposed algorithm to withstand occlusion attacks
and successfully reconstruct meaningful image content even under adverse conditions.

4.8 Noise Attack Analysis

During transmission, encrypted image may be corrupted by channel noise, which can affect the quality of
the decrypted image. Therefore, an effective encryption scheme should be capable of maintaining
acceptable reconstruction performance even in the presence of noise. To evaluate the noise tolerance of
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the proposed method, additive Gaussian noise with zero mean and unit variance is introduced into the
ciphertext according to
Noisy encrpted image = encrypted image + k X N(0,1) (21)

where, k denotes the noise strength and N(0,1) represents a Gaussian random variable with zero mean
and unit variance. The proposed scheme is tested under various noise levels. As strength reaches 1.5,
demonstrating the strong robustness of the proposed algorithm against noise attack

Figure 7 Decrypted images when additive Gaussian noise is added with strength (a) k = 0.5, (b) x = 0.9
and (c) k = 1.5.

5 Conclusion

A secure optical phase-image encryption scheme combining Fresnel transform, pixel scrambling by
chaotic Henon map and Hessenberg decomposition has been presented. The proposed method utilizes two
random phase masks to increase the complexity of the encryption process. The incorporation of
Hessenberg decomposition introduces asymmetry and an additional secret key through the generated
unitary matrix, while chaotic Henon map effectively disrupts the spatial relationship among pixels, thereby
enhancing the security of the encrypted image.

Extensive simulation results verify the effectiveness of the proposed cryptosystem. The encrypted images
exhibit random noise-like characteristics and reveal no perceptible information about the original image.
Statistical analyses demonstrate significant decorrelation and effective concealment of image features.
Furthermore, the decrypted images show excellent reconstruction quality, as evidenced by high CC,
PSNR, and SSIM values together with low MSE values. The scheme also maintains satisfactory
performance under noise attack with noise strength 1.5 and occlusion attack when more than 50% of
pixels are occluded, indicating strong robustness against channel impairments and partial data loss.
Therefore, the proposed encryption framework offers a reliable and efficient solution for secure image
transmission and storage in modern optical and digital communication systems.
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