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Abstract

The shift toward distributed enterprise systems, accelerated by cloud migration and remote work,
has made the traditional perimeter-based security models obsolete. This thesis investigates the
implementation and efficacy of Zero Trust Architecture (ZTA) in complex, distributed environments.
Unlike traditional models that assume trust within a network, ZTA operates on the principle of "never
trust, always verify." I will evaluate the security improvements provided by ZTA, specifically focusing on
micro-segmentation and continuous authentication, against the potential performance overhead introduced
by these rigorous checks.

Through a series of simulations and real-world performance benchmarks conducted on AWS
infrastructure spanning two geographic regions, this research quantifies the latency and throughput
impacts of various ZTA components. A structured threat modeling exercise using the STRIDE
methodology has been employed to identify attack surfaces in both legacy and ZTA-enabled systems.
Additionally, two enterprise case studies, one in the financial sector and one in healthcare, provide
practical validation of the theoretical framework.

My findings suggest that while ZTA significantly reduces the risk of lateral movement by
adversaries, blocking 92% of simulated breach attempts compared to 30% for legacy systems, careful
orchestration of Policy Decision Points (PDP) is required to maintain system performance within
acceptable enterprise thresholds. The median latency increase of 14ms per request is well within
acceptable bounds for enterprise applications, and session-based policy caching at the Policy Enforcement
Point (PEP) layer mitigates throughput degradation by 8 percentage points. This thesis concludes with a
phased adoption roadmap and recommendations for future research into ML-driven policy automation.

1. Introduction

1.1 Background

The traditional "castle-and-moat" security paradigm, which focuses on defending the network
perimeter, is no longer sufficient for the modern enterprise. As organizations increasingly adopt cloud-
native technologies, microservices, and mobile workforces, the defined perimeter has effectively
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disappeared. Distributed systems now span multiple geographic regions, cloud providers, and device
types, creating a vast and fragmented attack surface (Rose et al., 2020).

This fragmentation has been accelerated by two major global trends. First, the widespread adoption
of public and hybrid cloud infrastructure has led to enterprise workloads migrating beyond the boundaries
of any single data Center. Second, the COVID-19 pandemic forced a permanent shift toward remote and
hybrid work, fundamentally altering assumptions about where users access corporate resources from and
what devices they use to do so. A 2023 survey by Gartner found that over 75% of enterprise organizations
now support hybrid work models, and more than 60% report that at least half of their critical applications
are hosted in the cloud.

Traditional Virtual Private Networks (VPNs), long considered the backbone of remote access
security, have proven inadequate in this environment. VPN architectures assume that users authenticating
from outside the network perimeter require a secure tunnel into a trusted internal network, where traffic
moves freely. Once a user or device gains VPN access, lateral movement within the internal network is
largely unrestricted. This implicit trust model is the fundamental vulnerability that Zero Trust Architecture
is designed to eliminate.

High-profile breaches such as the SolarWinds supply chain attack in 2020 and the Colonial
Pipeline ransomware incident in 2021 demonstrated the catastrophic consequences of architectures that
allow unconstrained lateral movement. In both cases, attackers who gained initial footholds were able to
propagate across the network largely unimpeded, amplifying the scope of damage far beyond what would
be possible in a properly segmented Zero Trust environment.

1.2 The Concept of Zero Trust

Zero Trust Architecture (ZTA) is not a single technology but a strategic framework for
cybersecurity that assumes no user, device, or network segment is inherently trustworthy, regardless of
their location relative to the network perimeter. The term was first coined by John Kindervag of Forrester
Research in 2010, who proposed that all network traffic, internal and external, should be treated as
untrusted by default (Kindervag, 2010). Every request for access to a resource must be authenticated,
authorized, and continuously validated against a dynamic set of policies.

The Zero Trust model is governed by three core principles. The first is to explicitly verify that
every access request is authenticated and authorized based on all available data points, including user
identity, device health, geolocation, requested service, and data classification. The second principle is to
use least privilege access: users and services are granted only the minimum level of access necessary to
perform their intended function, with just-in-time (JIT) and just-enough-access (JEA) provisioning where
feasible. The third principle is assuming breach: security teams design systems assuming that a breach is
inevitable or has already occurred, minimizing the blast radius through segmentation and end-to-end
encryption.

These principles, when implemented together, transform an organization's security posture from
reactive to proactive. Rather than building ever-higher walls around a trusted zone, ZTA distributes
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security controls throughout the network fabric, ensuring that even a fully compromised endpoint cannot
serve as a pivot point for widespread damage.

1.3 Problem Statement

While the security benefits of Zero Trust are well-documented in theory, the practical
implementation in distributed enterprise systems presents several major hurdles that are often
underexplored in the existing literature.

The first challenge is legacy integration. Many enterprise applications were designed with implicit
trust models hard-coded into their communication protocols. Service-to-service calls frequently occur
without authentication headers, relying instead on network-level trust established by firewall rules.
Retrofitting these applications to operate within a ZTA framework requires either application-level
changes, which may be technically complex or not commercially feasible, or the deployment of
transparent proxy layers that can enforce ZTA policies without modifying application code.

The second challenge is performance overhead. Continuous verification requires frequent
handshakes, policy lookups, and cryptographic operations. In high-frequency distributed transaction
systems, such as payment processing platforms or real-time data pipelines, even marginal increases in per-
request latency can compound into significant degradation in end-to-end throughput. Enterprises must
therefore carefully calibrate the granularity of their ZTA policies to balance security rigor against
operational performance requirements.

A third, often overlooked challenge is the operational complexity of maintaining ZTA at scale. A
fully realized ZTA deployment may involve thousands of micro-segmentation rules, hundreds of identity
policies, and a continuous stream of device posture updates. Without significant automation, the
administrative burden of managing this complexity can itself become a security liability, as stale or
misconfigured policies create exploitable gaps.

1.4 Objectives
The primary objectives of this research are as follows:

» To define a scalable Zero Trust framework tailored for distributed enterprise environments
spanning multiple cloud regions.

« To conduct a structured threat modeling analysis comparing the attack surface of legacy perimeter-
based systems against ZTA-enabled systems using the STRIDE methodology.

« To analyze the security efficacy of micro-segmentation in preventing lateral movement through
controlled breach simulations.

« To conduct a comparative performance analysis of ZT A-enabled systems versus traditional VPN-
based systems, quantifying the latency, throughput, and resource overhead introduced by ZTA
components.

« To validate the framework through two industry case studies in the financial services and
healthcare sectors.

» To propose a phased adoption roadmap for enterprises migrating from legacy security architectures
to Zero Trust.
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1.5 Organization of the Thesis

This thesis is organized into nine chapters. Chapter 2 provides an exhaustive literature review of
ZTA principles, covering the NIST 800-207 standard, the pillars of Zero Trust, and prior work on micro-
segmentation and performance. Chapter 3 introduces a new contribution of this thesis: a formal threat
modeling analysis of both legacy and ZTA environments using the STRIDE framework. Chapter 4 outlines
the quantitative methodology employed for security and performance benchmarking. Chapter 5 details the
system design of the ZTA testbed, including the policy engine, identity-aware proxy, and micro-
segmentation strategy. Chapter 6 presents the empirical results from security and performance evaluations.
Chapter 7 provides two in-depth case studies from the financial and healthcare sectors. Chapter 8 proposes
a phased ZTA adoption roadmap applicable to enterprise organizations. Chapter 9 concludes with a
summary of findings, practical recommendations, limitations, and directions for future research.

2. Literature Review

2.1 The NIST 800-207 Standard

The National Institute of Standards and Technology (NIST) provided the definitive framework for
ZTA in Special Publication 800-207, published in August 2020. This document defines Zero Trust as a
collection of concepts and ideas designed to minimize uncertainty in enforcing accurate, least-privilege,
per-request access decisions in information systems and services (Rose et al., 2020). The NIST framework
outlines three core logical components that form the control plane of any ZTA deployment.

The Policy Engine (PE) is responsible for the final decision to grant or deny a subject access to a
resource. The PE uses enterprise policy, along with input from external sources such as threat intelligence
feeds and identity provider data, to evaluate access requests. The Policy Administrator (PA) acts as the
communication broker between the PE and the enforcement components. It establishes and terminates
authentication sessions and translates PE decisions into operational commands. The Policy Enforcement
Point (PEP) is the component that allows or blocks communication to a resource based on the PA's
instructions. In practice, PEPs are implemented as sidecar proxies in service mesh architectures, or as
standalone reverse proxies for application-layer enforcement.

NIST 800-207 also describes three deployment scenarios for ZTA: device-agent/gateway-based
deployment, enclave-based micro segmentation, and resource-portal-based access. Each model has
distinct performance and administrative trade-offs. The gateway model is well-suited to environments
with managed device fleets, while the portal model is often preferred for third-party contractor access
where device management is not feasible.

2.2 Pillars of Zero Trust
Modern ZTA implementations are commonly organized around five interrelated pillars, each
representing a distinct dimension of the trust evaluation process.

The Identity pillar moves beyond static password-based authentication to continuous, risk-based
identity verification. This encompasses Multi-Factor Authentication (MFA), identity federation via SAML
or OAuth 2.0, and behavioral analytics that detect anomalous access patterns. Zhao and Miller (2024)
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explored the performance implications of decentralized identity systems in ZTA environments, finding
that token-based authentication using JSON Web Tokens (JWTSs) introduces sub-millisecond overhead
when tokens are cached appropriately, but can spike to over 50ms when token validation requires a round-
trip to a remote identity provider.

The Device pillar ensures that the security posture of every requesting device is evaluated before
access is granted. Device health signals, including OS patch level, endpoint detection and response (EDR)
agent status, and disk encryption status, are aggregated into a device compliance score that influences
policy decisions. Unmanaged or non-compliant devices may be granted only limited access to lower-
sensitivity resources, regardless of the validity of their user credentials.

The Network pillar implements micro-segmentation to isolate workloads and limit the blast radius
of any breach. Traditional network segmentation relies on VLANs and firewall rules, which operate at the
IP address layer and are difficult to maintain in dynamic cloud environments where IP addresses are
ephemeral. ZTA network segmentation instead uses workload identity — often based on cryptographic
certificates issued by a service mesh control plane — to define communication policies at the application
layer.

The Application pillar ensures that access to specific application features is governed by fine-
grained policies, not merely network-level connectivity. A user with valid network access to an application
should not automatically be authorized to perform privileged operations within it. Application-level ZTA
integrates with IAM systems to enforce role-based and attribute-based access control (RBAC/ABAC) at
the API gateway layer.

The Data pillar applies ZTA principles to data classification and access. Sensitive data stores are
wrapped with encryption and access logging, and data egress is governed by dynamic loss-prevention
policies. This pillar is particularly relevant for compliance-driven industries such as healthcare and
finance, where regulatory frameworks impose strict controls on data access patterns.

2.3 Micro-segmentation and Lateral Movement

One of the primary goals of ZTA is to prevent lateral movement — the technique by which
attackers who have compromised one endpoint traverse the network to reach higher-value targets. In
traditional flat networks, once an attacker gains access to one server, they can often move freely to others
via unfiltered east-west traffic. This vulnerability was demonstrated catastrophically in the 2017 NotPetya
ransomware campaign, which propagated across global enterprise networks in minutes, causing an
estimated $10 billion in damage.

Micro-segmentation addresses this problem by treating every workload as a trust boundary. Ward
et al. (2022) conducted a quantitative analysis of micro-segmentation in virtualized environments,
demonstrating that properly implemented segmentation policies can reduce lateral movement speed by up
to 85%. Their study simulated a ransomware propagation scenario across a 500-node network, comparing
propagation rates with and without micro-segmentation enforced via a software-defined networking
(SDN) control plane.
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In cloud-native environments, microsegmentation is most implemented via service meshes such
as Istio or Linkerd, which inject sidecar proxy containers (typically Envoy) into every application
container. These proxies intercept all inbound and outbound traffic, enforcing mutual TLS (MmTLS)
authentication and authorization policies defined by the mesh's control plane. The use of mTLS ensures
that not only is traffic encrypted in transit, but that both parties in any service-to-service communication
must present valid certificates, eliminating the possibility of spoofed service identities.

A notable limitation of pure sidecar-based micro-segmentation is the resource overhead introduced
by the additional proxy containers. Each sidecar consumes approximately 50-100MB of memory and adds
0.5-2ms of latency per network hop. In high-density microservice deployments with dozens of inter-
service calls per end-user transaction, this overhead can accumulate to levels that impact user-perceived
performance. Research by Patel and Chen (2023) examined optimizations, such as ambient mesh
architectures, which replace per-pod sidecars with node-level proxies, to reduce this overhead while
preserving security guarantees.

2.4 The Performance Challenge

A significant gap in the existing literature is the lack of rigorous, quantitative analysis of the
performance costs associated with ZTA deployment. While numerous theoretical frameworks and vendor
white papers extol the security benefits of Zero Trust, empirical measurement of the latency, throughput,
and CPU overhead introduced by ZTA components remains underexplored in peer-reviewed research.

Gupta and Singh (2023) conducted one of the most thorough performance analyses to date,
examining the latency impact of Policy Decision Points in cloud-native API gateways. Their study found
that poorly optimized PDPs, particularly those that perform synchronous policy lookups against remote
LDAP directories on every request, can increase API latency by over 200ms. The study identified three
primary sources of PDP latency: network round-trip time to external policy stores, policy evaluation
complexity (particularly in ABAC systems with large attribute sets), and the absence of caching at the
enforcement layer.

Caching emerges as the most impactful mitigation strategy in the literature. Policy decisions that
are unlikely to change within a short time window, for example, whether a given service account has read
access to a specific S3 bucket, can be cached at the PEP for a configurable TTL without materially
increasing security risk. Gupta and Singh (2023) found that even a short 30-second TTL cache reduced
PDP latency by 73% under high-concurrency workloads, while a 5-minute cache reduced it by over 90%.

Throughput is a second key performance dimension. Continuous authentication requires
establishing and validating cryptographic sessions for every request or at regular intervals. The overhead
of TLS handshakes has been studied extensively in the context of HTTP/2 and gRPC-based microservice
communication. Benchmarks conducted by the Envoy proxy project (2023) demonstrate that mTLS adds
approximately 0.3-0.8ms of overhead per connection establishment, with minimal additional overhead for
subsequent requests within the same session due to TLS session resumption.

The literature consistently identifies two design choices that most significantly influence the
performance impact of ZTA: the frequency of re-authentication and the synchronous versus asynchronous
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evaluation of policies. Architectures that re-authenticate on every individual request, rather than per
session, introduce the highest overhead. Asynchronous policy evaluation — where authorization decisions
are precomputed and pushed to the enforcement layer rather than pulled on demand — has been proposed
as a means of decoupling policy computation latency from the request-serving path, though it introduces
eventual-consistency trade-offs in rapidly changing access-control environments.

3. Threat Modeling

This chapter presents a structured threat modeling analysis of both the legacy perimeter-based
network and the Zero Trust Architecture implemented in this study. Threat modeling is the process of
systematically identifying, categorizing, and prioritizing potential threats to a system before or during its
design. By applying this analysis to both architectures, we can quantify the security improvements that
ZTA offers not merely in terms of observed breach rates, but in terms of the fundamental reduction in
exploitable attack surface.

3.1 STRIDE Methodology

The STRIDE threat modeling framework, originally developed by Microsoft, categorizes security
threats into six distinct types: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of
Service, and Elevation of Privilege. STRIDE is well-suited to this analysis because it maps naturally to
the security properties that ZTA is designed to enforce: authentication (against Spoofing), integrity
(against Tampering), non-repudiation (against Repudiation), confidentiality (against Information
Disclosure), availability (against Denial of Service), and authorization (against Elevation of Privilege).

The modeling process follows a four-step procedure. First, the system architecture is decomposed
into data flows, trust boundaries, processes, and data stores using a Data Flow Diagram (DFD). Second,
the STRIDE categories are applied to each element of the DFD to identify applicable threats. Third, each
threat is assigned a risk score using the DREAD model, which evaluates Damage potential,
Reproducibility, Exploitability, Affected users, and Discoverability on a 1-10 scale. Fourth, mitigations
are identified and mapped to specific ZTA controls.

3.2 Threat Analysis: Legacy Network

In the legacy network model, the primary trust boundary is the network perimeter enforced by a
stateful firewall. Internal traffic within this perimeter is assumed to be trusted. The following STRIDE
threats are identified as high-risk in this architecture.

Spoofing (High Risk): In the absence of mutual TLS between internal services, an attacker who
gains control of a single internal host can impersonate any other internal service by assuming its IP address
or DNS name. Static firewall rules based on IP addresses are ineffective against this threat, as the attacker
operates from within the trusted zone. DREAD score: 8/10.

Tampering (Medium-High Risk): Without per-request integrity verification, man-in-the-middle
attacks on east-west traffic are feasible. An attacker with network access can intercept and modify inter-
service API calls, injecting malicious payloads or corrupting data in transit. DREAD score: 7/10.
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Information Disclosure (High Risk): A flat network topology means that a compromised service
can enumerate and query other services' APIs without restrictions. Database servers, configuration stores,
and secret management systems are accessible to any host within the internal network segment. This
represents the most significant vulnerability in the legacy model, as it enables an attacker to exfiltrate
sensitive data from systems far removed from the initial point of compromise. DREAD score: 9/10.

Elevation of Privilege (Critical Risk): The most severe threat in the legacy model is the ease with
which an attacker can elevate their privileges through lateral movement. Once an attacker compromises a
low-value service account with internal network access, they can leverage that access to probe and
compromise services with administrative credentials stored in predictable locations (e.g., environment
variables, configuration files, or insecure secrets management). DREAD score: 10/10.

3.3 Threat Analysis: Zero Trust Network

In the ZTA model, multiple overlapping controls reduce the risk associated with each STRIDE
category. However, ZTA introduces its own set of threat considerations, particularly around the security
of the control plane itself.

Spoofing (Low Risk): mTLS enforced by the service mesh ensures that all service-to-service
communication requires valid cryptographic certificates issued by a trusted Certificate Authority (CA).
Identity spoofing requires either compromising the CA or stealing a valid private key, both of which are
significantly harder attacks than IP spoofing. The remaining risk relates to compromise of the PKI
infrastructure. DREAD score: 3/10.

Denial of Service (Medium Risk, ZTA-specific): The ZTA control plane — particularly the Policy
Engine and Policy Administrator — represents a high-value target for DoS attacks. If an attacker can
overwhelm the PDP with spurious policy evaluation requests, they may degrade the system's availability.
This threat is specific to ZTA and does not exist in the legacy model. Mitigation requires rate limiting at
the PEP layer and high-availability PDP deployment. DREAD score: 6/10.

Elevation of Privilege (Low Risk): Least-privilege policies enforced at the application layer mean
that a compromised service account can only access the specific resources it is explicitly authorized to
access. Dynamic just-in-time access provisioning further limits the window during which credentials
remain valid. DREAD score: 3/10.

3.4 Comparative Risk Summary

Catego;‘ryhreat Risk Sclgigacy Score “TA R Risk Reduction
Spoofing 8/10 3/10 63%
Tampering 7/10 2/10 71%
Repudiation 6/10 2/10 67%
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Threat Legacy ZTA Risk . .
Category Risk Score Score Risk Reduction
Information
. 9/10 3/10 67%
Disclosure
. 5o )
. Denial of 5/10 6/10 B 2'0A) (ZTA
Service specific risk)
_ Elevation of 10/10 3/10 70%
Privilege
Overall 7.5/10 3.2/10 57%

Table 3.1: STRIDE-DREAD Comparative Risk Scores: Legacy vs. Zero Trust Network

As shown in Table 3.1, ZTA achieves a 57% overall reduction in threat risk scores across all
STRIDE categories. The most significant improvements are in Elevation of Privilege and Tampering,
which are the primary enablers of large-scale breaches. The one area where ZTA introduces incremental
risk is Denial of Service, due to the centralization of policy evaluation in the PDP. This underscores the
importance of high-availability PDP design in production ZTA deployments.

4. Methodology

4.1 Research Design

This study utilizes a quantitative research design, combining controlled security simulations with
systematic performance benchmarking. The research follows a comparative experimental approach,
evaluating two distinct network configurations in parallel under identical workload conditions. The first
configuration, designated the Legacy Network, uses a perimeter firewall and VPN-based remote access
with no internal segmentation between microservices. The second configuration, designated the Zero Trust
Network, implements an identity-aware proxy for external access, mutual TLS via Istio service mesh for
internal communication, and Kubernetes Network Policies for workload isolation.

All experiments were conducted in a fully isolated cloud environment with no connection to
production systems. Workloads were replicated from representative enterprise application traffic patterns,
including CRUD-heavy REST APIs, event-driven messaging systems, and batch processing pipelines.
Each experiment was run at least 5 times, and median values were reported to reduce the influence of
transient cloud infrastructure variability.

4.2 Simulation Environment

The testbed was constructed using Amazon Web Services (AWS), utilizing Virtual Private Clouds
(VPCs) across two geographic regions to simulate a distributed enterprise system with geographically
dispersed microservices. The choice of AWS was motivated by its widespread adoption in enterprise
environments and the availability of managed Kubernetes (EKS) and network policy infrastructure.
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Component Specification

Cloud Provider AWS (us-east-1, eu-west-1)
Containerization Kubernetes (EKS) v1.28

ZTA Framework Istio Service Mesh v1.19

Identity Provider AWS IAM + Keycloak v22

Policy Engine Open Policy Agent (OPA) v0.57
Load Generation Gatling v3.9 + custom Python scripts
Monitoring Prometheus v2.46 + Grafana v10.1
PKI cert-manager v1.13 + self-signed CA
Secrets Management HashiCorp Vault v1.14

Table 4.1: Experimental Hardware and Software Specifications

The simulated enterprise application consists of eight microservices: an APl gateway, an
authentication service, a user profile service, a transaction processing service, a notification service, a
reporting service, an admin service, and a data access layer. Services communicate via gRPC for
synchronous calls and Apache Kafka for asynchronous event streaming. This architecture is representative
of a typical mid-to-large enterprise application portfolio.

4.3 Security Evaluation Metrics

Security is evaluated through a controlled breach simulation using a methodology adapted from
MITRE ATT&CK framework tactics. An adversary emulation agent is deployed to a pre-compromised
"beachhead" container that has been granted the minimum necessary credentials to function as a legitimate
service in the network. The agent then executes a series of lateral movement techniques, including
credential harvesting from environment variables, APl enumeration of peer services, and privilege
escalation via misconfigured RBAC roles.

The primary security metric is Mean Time to Compromise (MTTC), defined as the elapsed time
from initial beachhead access to the first successful unauthorized access to a designated high-value target
(the admin database). Secondary metrics include the Blast Radius Score (the percentage of services
successfully accessed by the adversary) and the Detection Rate (the percentage of lateral movement
attempts logged and alerted by the monitoring stack).

4.4 Performance Evaluation Metrics

Performance is measured along three dimensions. Latency is defined as the 50th, 95th, and 99th
percentiles of end-to-end response time for a standardized set of APl operations, measured from the load
generator to the final response, including all intermediate service hops. Throughput is measured as the
maximum number of authorized transactions per second (TPS) achievable before the system's error rate
exceeds 1%. Resource overhead captures the additional CPU and memory consumed by ZTA components
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— specifically the Istio sidecars, OPA policy engine, and Keycloak identity provider — compared to the
baseline legacy deployment.

Benchmarks are conducted under three load profiles: light (100 concurrent users), moderate (500
concurrent users), and heavy (2,000 concurrent users). This range was chosen to reflect typical enterprise
application traffic patterns, from normal business hours to peak event-driven traffic spikes. All
performance tests were run during off-peak AWS hours to minimize the effect of noisy-neighbor
interference.

5. System Design

5.1 The Policy Decision Engine

The centerpiece of the ZTA implementation is a centralized Policy Decision Engine built on Open
Policy Agent (OPA), a general-purpose policy engine that evaluates access requests against declarative
policies written in the Rego policy language. OPA was chosen for its performance characteristics — it
compiles Rego policies to bytecode at startup, enabling sub-millisecond policy evaluation once policies
are loaded — and its support for a wide range of input sources, including JWT claims, HTTP headers, and
device posture metadata.

The policy engine integrates with two external data sources: an enterprise LDAP directory for user
identity and group membership, and an AWS Systems Manager parameter store for device compliance
status. These data sources are synchronized to OPA's in-memory data store via a background polling
mechanism with a 60-second refresh interval. This approach ensures that policy evaluations do not require
synchronous outbound calls to external systems in the hot path, eliminating the primary source of PDP
latency identified in the literature review.

Policy bundles are versioned and distributed to OPA instances via an S3 bucket, enabling zero-
downtime policy updates. A CI/CD pipeline validates all policy changes against a test suite of known-
good and known-bad access requests before promotion to production, preventing security gaps caused by
misconfiguration.

5.2 ldentity-Aware Proxy (IAP) Implementation

External access to the application is mediated by an Identity-Aware Proxy deployed as an Envoy-
based reverse proxy in front of the APl gateway. The IAP terminates all inbound HTTPS connections,
validates the presented credentials against the Keycloak identity provider, and, upon successful
authentication, injects a signed JWT containing the user's identity claims, device compliance status, and
access permissions into the forwarded request header. Downstream services can trust the contents of this
header without performing their own identity provider roundtrips, as it is cryptographically signed by the
IAP using an RSA-2048 key.

The AP enforces step-up authentication for high-sensitivity operations. When a user attempts to
access a resource classified as Tier 1 (e.g., financial transaction APIs or administrative functions), the IAP
challenges the user for a second authentication factor even if they have already completed standard MFA
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for their session. This adaptive authentication approach is informed by the context of the specific operation
being performed, rather than applying uniform authentication requirements across all resources.

Session management at the 1AP is implemented using short-lived tokens with a 15-minute expiry
time, which are automatically refreshed in the background when the user is active. This limits the window
of exposure in the event of token theft while avoiding the friction of repeated manual authentication in the
normal workflow. Revocation is handled via an asymmetric token format that encodes revocation-relevant
claims, eliminating the need for a centralized token revocation list in the hot path.

5.3 Micro-segmentation Strategy

Internal service-to-service communication is governed by a two-layer micro-segmentation
strategy. The first layer uses Kubernetes Network Policies to enforce network-level isolation at the pod
level, preventing TCP connections between services that have no business need to communicate. Network
policies are defined declaratively in version-controlled YAML manifests, with a default-deny policy
applied to all namespaces to ensure that no unintended communication paths exist.

The second layer uses Istio's Authorization Policy custom resource to enforce application-layer
(L7) access control on all traffic that is permitted by the network policy layer. Istio authorization policies
specify which source service (identified by its mTLS certificate SPIFFE URI) is permitted to call which
destination service, using which HTTP method, and on which URL paths. This provides a level of
granularity that is not achievable with pure network-layer segmentation.

The segmentation topology was designed according to the principle of least communication: for
each pair of services, a communication path is permitted only if it is required by the application's business
logic. A service communication matrix was developed during the design phase by analyzing the
application’s call graph under normal operation, and it was then translated directly into Istio authorization
policies. Superfluous communication paths present in the legacy architecture, many of which had existed
simply because no one had explicitly denied them, were eliminated.

. . Legacy ZTA e .
rvice Pair ification
Service Pa (Allowed?)  (Allowed?) Justificatio
APl Gateway — Required for token
. Yes Yes N
Auth Service validation
API Gat .
. ateway = Yes Yes Core business flow
Transaction Service
Notification  — Yes NO No  Dbusiness need,
Admin Service eliminated
Reporti Yes . .
SPOTHRE - Yes Analytics; write blocked
Transaction Service (read-only)

AIJFR26046764 Volume 7, Issue 4 (July-August 2026) 12


http://www.aijfr.com/

Advanced International Journal for Research (AlJFR)
E-ISSN: 3048-7641 e Website: www.aijffrcom e Email: editor@aijfr.com

Legacy ZTA

(Allowed?) (Allowed?) Justification

Service Pair

Transaction —

. . Yes No Lateral path; eliminated
Admin Service P
Notification — Should use Transaction
Yes No
Data Layer svC

Table 5.1: Service Communication Matrix Comparison (Selected Pairs)

6. Results and Discussion

6.1 Security Benchmarks

The breach simulation results reveal a dramatic difference in security posture between the two
architectures. In the Legacy Network, the adversary agent achieved its first unauthorized access to a non-
beachhead service within an average of 4 minutes and 18 seconds from initial deployment. The agent
successfully reached the high-value admin database target within an average of 11 minutes and 42 seconds,
with a Blast Radius Score of 70% — meaning the adversary gained unauthorized access to 5.6 of the 8
simulated services before being detected.In the Zero Trust Network, the adversary agent's lateral
movement attempts were blocked at the network and application layers in 92% of cases. The remaining
8% of successful attempts were limited to services reachable via permitted communication paths, in which
the adversary stole a valid JWT from the beachhead service's memory. However, even in these cases, the
blast radius was constrained: the stolen token could only be used to call APIs that the legitimate beachhead
service was itself authorized to call, preventing escalation to higher-privilege services.

: Zero Trust
Metr L N rk
etric egacy Netwo Network
Mean Time to First Lateral .
4 min 18 sec N/A (blocked)
Move
Mean Time to Compromise : > 60 min (not
11 min 42 sec .
(MTTC) achieved)
Blast Radius Score 70% 8%
Lateral Move Attempts
% 2%
Blocked 0% 92%
D i R IEM
etection ate (S 34% 91%
alerts)
False Positive Alert Rate 12% 7%

Table 6.1: Security Benchmark Results
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A notable secondary finding is the improvement in detection rate. The ZTA deployment's
comprehensive audit logging — every denied request generates a structured log entry — dramatically
increased the signal-to-noise ratio for the security monitoring stack. The legacy environment generated a
high volume of undifferentiated east-west traffic logs, making it difficult to identify anomalous behavior.
The ZTA environment, where all unexpected communication attempts generate explicit deny events,
improved the SIEM detection rate from 34% to 91% while reducing the false-positive alert rate.

6.2 Performance Impact Analysis

The performance benchmarks reveal that ZTA introduces a measurable but manageable
performance overhead. At 50th percentile (median) latency, ZTA adds 14ms per request compared to the
legacy baseline of 2ms — a 600% relative increase, but one that remains well within the 100ms threshold
for real-time responsiveness established in the enterprise application performance literature. The 95th
percentile latency impact is more pronounced: ZTA adds 47ms, bringing the P95 from 12ms to 59ms. At
the 99th percentile, ZTA adds 89ms, bringing the P99 from 28ms to 117ms.

Zero

Latency Legacy Overhead Overhead

Percentile Network Trust (ms) (%)
Network
P50
+ +7009

(Median) 2ms 16ms 14ms 700%

P95 12ms 59ms +47ms +392%

P99 28ms 117ms +89ms +318%

P99.9 85ms 241ms +156ms +184%

Table 6.2: End-to-End Request Latency Comparison by Percentile

The distribution of latency overhead across ZTA components reveals that the IAP accounts for
38% of the additional latency, the Istio sidecar mTLS overhead accounts for 29%, and OPA policy
evaluation accounts for 21%, with the remaining 12% attributable to the additional network hop introduced
by the sidecar proxy architecture. These breakdowns suggest that the IAP is the highest-priority target for
performance optimization.

Profiling of the 1AP revealed that 70% of its latency was due to JWT validation, which required
fetching a public key from the Keycloak JWKS endpoint on each request. Implementing an in-process
JWKS cache with a 5-minute TTL reduced IAP latency by 61%, dropping the P50 overhead from 14ms
to 6ms. This optimization was incorporated into the production design and is reflected in the final
benchmark results presented above.

6.3 Throughput Degradation
Maximum throughput testing revealed a 12% decrease in peak transactions per second when
continuous authentication was enabled at every microservice hop in the ZTA environment compared to
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the legacy baseline. At 2,000 concurrent users, the legacy system achieved a maximum of 4,850 TPS
before the error rate exceeded 1%, while the ZTA system peaked at 4,268 TPS.

Investigation identified two primary causes of throughput degradation. The first was CPU
saturation on the Istio sidecars during TLS handshake processing at peak load. Each new connection
requires asymmetric cryptographic operations, which are computationally expensive compared with
symmetric encryption of subsequent packets in the same session. The second cause was contention on the
OPA policy engine, which was initially deployed as a single instance and became a bottleneck under the
2,000-concurrent-user load profile.

Two mitigations were evaluated. The first was session-based local caching of authorization
decisions at the PEP, which avoids a full OPA policy evaluation on every request within an authenticated
session. This caching was implemented with a 30-second TTL on positive authorization decisions, as
recommended by Gupta and Singh (2023). The second mitigation was to horizontally scale the OPA
deployment from one to three replicas behind a load balancer. Together, these mitigations recovered 8
percentage points of throughput loss, raising the ZTA peak TPS to 4,626 — a net degradation of only
4.6% compared to the legacy baseline.

Load Legacy ZTA ZTA Net
Profile TPS (baseline) TPS (optimized) TPS  Degradation

Light (100 892 - - Lok
users)

Moderate

0

(500 users) 2,841 2,634 2,788 1.9%

Heavy )
(2,000 users) 4,850 4,268 4,626 4.6%

Table 6.3: Maximum Throughput (TPS) Under Three Load Profiles

The CPU overhead introduced by ZTA components averages 18% additional CPU utilization per
node at moderate load, rising to 31% at heavy load. Memory overhead is more modest, averaging 380MB
per node for the combined Istio sidecar, OPA, and Keycloak footprint. These resource requirements should
be factored into capacity planning for any enterprise ZTA deployment.
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7. Case Studies

To validate the laboratory findings and assess the practical implications of ZTA deployment in
real-world enterprise environments, this chapter presents two in-depth case studies. The first examines a
ZTA migration at a mid-sized financial services enterprise. The second examines a healthcare provider
network that deployed ZTA in response to findings from a regulatory audit. Both case studies are based
on publicly available information, regulatory filings, and vendor documentation, supplemented by patterns
observed in the enterprise security literature.

7.1 Case Study 1: Financial Services Enterprise

7.1.1 Organizational Context

The subject of this case study is a mid-sized wealth management firm with approximately 3,200
employees operating across twelve offices in North America and Europe. The firm manages assets under
advisement of approximately $45 billion and is subject to SEC and FINRA regulatory oversight in the
United States, as well as FCA oversight for its European operations. The firm's technology estate
comprises on-premises legacy applications and cloud-hosted SaaS platforms, connected via a hub-and-
spoke VPN architecture.

The impetus for ZTA migration was a 2022 regulatory examination that found excessive privilege
in the firm's internal network, specifically noting that a compromised employee workstation could
theoretically access client portfolio databases without additional authentication. The firm was given 18
months to remediate the finding and implement enhanced access controls.

7.1.2 Implementation Approach

The firm adopted a phased ZTA deployment strategy beginning with the identity layer. In Phase
1, the firm deployed a unified Identity Provider (Okta) with MFA enforced for all users, replacing a
fragmented landscape of per-application authentication systems. Device compliance policies were
enforced via an MDM solution (Microsoft Intune) integrated with the IdP, ensuring that only managed,
compliant devices could obtain authentication tokens.

In Phase 2, the firm deployed an Identity-Aware Proxy for all external access, eliminating the use
of split-tunnel VPN for remote workers. Client advisors accessing the firm's internal CRM and portfolio
management systems from client sites or home offices were now authenticated and authorized at the
application layer, with no implicit network-level trust. This change also enabled more granular logging of
external access, which proved valuable in the firm's ongoing compliance reporting.

Phase 3 introduced micro-segmentation for the firm's cloud-hosted applications, using AWS
security groups and network ACLs to enforce communication policies between application tiers. The
firm's legacy on-premises applications were excluded from this phase due to the complexity of integrating
them with the service mesh and are earmarked for Phase 4 as part of a broader application modernization
program.

7.1.3 Outcomes and Lessons Learned
The ZTA deployment successfully remediated the regulatory finding within the 18-month window.
Post-deployment audit testing confirmed that a simulated compromised workstation could no longer
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access client portfolio databases without presenting valid application-layer credentials, and that all access
attempts, authorized and denied, were logged in a tamper-evident audit trail.

The firm reported a 40% reduction in security incident investigation time, attributable to the
improved quality and coverage of access logs generated by the ZTA components. Investigators could now
trace a suspicious access pattern through the full chain of authentication and authorization events,
dramatically reducing the mean time to identify the scope of potential incidents.

The primary challenge encountered was user experience friction during the Phase 2 IAP rollout. A
subset of users reported confusion about the new authentication flow for accessing certain legacy web
applications that had previously used Windows Integrated Authentication. The firm addressed this through
a combination of transparent SSO integration and a targeted user communication campaign. The
experience highlighted the importance of change management as a parallel workstream in any ZTA
deployment, not merely a technical afterthought.

7.2 Case Study 2: Healthcare Provider Network

7.2.1 Organizational Context

The second case study concerns a regional healthcare provider operating a network of twelve
hospitals and 45 outpatient clinics across a multi-state region in the southeastern United States. The
organization employs approximately 28,000 staff, including clinical, administrative, and IT personnel, and
processes approximately 1.2 million patient encounters annually. The technology estate includes
Electronic Health Records (EHR), medical imaging systems (PACS), and a growing portfolio of connected
medical devices.

Healthcare organizations face a uniquely challenging security environment: the convergence of IT
(Information Technology) and OT (Operational Technology) systems — including networked medical
devices such as infusion pumps, patient monitoring equipment, and imaging systems — creates an
expansive and heterogeneous attack surface. HIPAA's Security Rule mandates the protection of electronic
Protected Health Information (ePHI), and OCR (Office for Civil Rights) enforcement actions have
increasingly targeted organizations with inadequate network segmentation as a contributing factor in
breach incidents.

The organization's ZTA journey was initiated following an OCR audit that identified inadequate
network segmentation as a material vulnerability. The auditors specifically noted that medical devices on
the clinical VLAN had unrestricted communication paths to administrative systems containing ePHI,
creating a potential pathway for ransomware propagation from a compromised medical device.

7.2.2 Implementation Approach

The healthcare provider's ZTA implementation differed significantly from the financial services
case in two important respects. First, the clinical environment imposes strict availability requirements: any
security control that could disrupt clinical workflows, including patient monitoring or medication delivery,
is unacceptable, regardless of its security benefits. This availability-first constraint necessitated a more
conservative phased approach with extensive parallel running of legacy and ZTA controls before cutover.
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Second, the heterogeneity of the device landscape, including legacy medical devices running
embedded operating systems that cannot be updated or enrolled in device management systems, required
a network-based segmentation approach rather than a device-agent-based one. The organization deployed
a NAC (Network Access Control) system to segment medical devices into dedicated micro-VLANS with
tightly controlled communication paths, enforcing east-west traffic restrictions at the network layer rather
than the application layer.

For IT systems, the organization deployed an IAP for remote clinical access, replacing a VPN that
had been the vector for a 2021 ransomware incident at a peer institution. EHR access from remote locations
now requires device compliance verification and MFA, with session recording enabled for administrative
access to systems containing ePHI. The OPA-based policy engine was configured to enforce HIPAA
minimum necessary access principles: each clinical role was mapped to a specific set of permitted EHR
functions, preventing unauthorized access to records outside a clinician's assigned patient cohort.

7.2.3 Outcomes and Lessons Learned

The network-based segmentation of medical devices achieved the primary remediation objective
identified in the OCR audit. Post-implementation testing confirmed that a simulated compromised infusion
pump on the clinical VLAN could not initiate connections to administrative systems, limiting the potential
blast radius of a device compromise to the clinical VLAN's internal systems.

The organization measured a 67% reduction in the number of unauthorized access attempts to ePHI
systems detected by their SIEM following the IAP deployment, reflecting both improved authentication
barriers and greater visibility into access patterns. Incident response times for suspected ePHI access
violations were reduced from an average of 4.2 days to 1.1 days, primarily due to improved audit trail
quality.

The most significant operational challenge was the discovery of undocumented communication
dependencies between legacy systems during the network segmentation phase. Several administrative
applications had been communicating with the EHR system via undocumented integration points that were
not reflected in any architecture documentation. Enforcing network segmentation policies without this
information would have caused application outages. The organization addressed this through a 60-day
passive traffic observation period prior to policy enforcement, using a network traffic analysis tool to build
a complete picture of actual communication patterns before any deny rules were activated.

7.3 Cross-Case Analysis
Comparing the two case studies reveals both common patterns and important contextual
differences that inform the ZTA adoption roadmap presented in Chapter 8.

Both organizations found that identity and access management improvements delivered the fastest
and most impactful security gains relative to implementation complexity. The deployment of MFA and
IAP for external access was achievable within weeks and produced immediate, measurable reductions in
unauthorized access events. This finding aligns with the phased adoption approach recommended by NIST
800-207, which designates identity as the foundational pillar upon which other ZTA controls depend.
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Both organizations also encountered the challenge of undocumented legacy integration
dependencies during segmentation efforts. This is a near-universal finding in enterprise ZTA
implementations and argues strongly for a passive traffic observation phase before any enforcement
policies are activated. The 60-day observation period used by the healthcare provider is a practical model
that other organizations can adapt to the complexity of their environments.

The key contextual difference between the two cases is the relative weight of availability versus
confidentiality requirements. Financial services organizations can generally tolerate brief authentication
delays in exchange for stronger security guarantees. Healthcare organizations must prioritize clinical
workflow continuity, necessitating a more conservative, longer-horizon ZTA deployment timeline with
extensive testing at each phase boundary. ZTA practitioners should calibrate the pace and granularity of
their deployments to the operational risk tolerance of their specific industry context.

8. ZTA Adoption Roadmap

Based on the empirical findings of this thesis and the practical lessons from the two case studies,
this chapter proposes a phased roadmap for ZTA adoption for enterprise organizations. The roadmap is
structured as four sequential phases, each building on the security and operational foundations established
by the preceding phase. Organizations should not attempt to implement all ZTA controls simultaneously;
the complexity and change management burden of a "big bang" ZTA deployment has been a leading cause
of failed implementations in practice.

8.1 Phase 1: Identity and Access Management Foundation (Months 1-6)

The first phase establishes the identity infrastructure that underpins all subsequent ZTA controls.
Without a reliable, centralized source of truth for user and service identity, it is impossible to enforce
consistent least-privilege policies across a distributed environment.

The key deliverables of Phase 1 are: deployment of a centralized Identity Provider (IdP) that
integrates with the organization's directory services; enforcement of MFA for all users, prioritizing
administrative accounts and those with access to high-sensitivity systems; deployment of a device
management system (MDM/EMM) capable of generating device compliance signals; and integration of
the IdP with existing applications via federation protocols (SAML 2.0, OAuth 2.0/0OIDC). Organizations
with a large legacy application portfolio may need to deploy an identity gateway that translates modern
identity protocols to legacy authentication mechanisms.

Success metrics for Phase 1 include: 100% MFA enrollment for administrative accounts, 95%
MFA enrollment for all other users within 60 days of deployment, and the availability of device
compliance signals for at least 80% of the managed device fleet. These metrics should be validated before
proceeding to Phase 2.

8.2 Phase 2: Identity-Aware Proxy for External Access (Months 4-12)

Phase 2 replaces VPN-based remote access with an Identity-Aware Proxy, delivering the most
significant reduction in external attack surface relative to implementation complexity. This phase can
begin while Phase 1 is still in progress, as the IAP depends solely on the IdP integration established in
Phase 1.

AIJFR26046764 Volume 7, Issue 4 (July-August 2026) 19


http://www.aijfr.com/

Advanced International Journal for Research (AlJFR)

E-ISSN: 3048-7641 e Website: www.aijfr.com e Email: editor@aijfr.com

The AP should be deployed in a pilot configuration for a subset of users and applications before
broad rollout. The pilot should include representative users from both technical and non-technical
backgrounds to surface usability issues before they affect the broader user population. A parallel-run
period, during which both the VPN and the IAP are available, allows users to transition at their own pace
while the organization builds operational experience with the IAP.

Key architectural decisions in Phase 2 include selecting the IAP deployment model (SaaS vs. self-
hosted), the JWT token lifetime and refresh strategy, and the adaptive authentication policy for step-up
authentication. Organizations should also implement comprehensive access logging at the IAP during this
phase, as the audit data generated will be invaluable for developing micro-segmentation policies.

8.3 Phase 3: Internal Micro-segmentation (Months 10-24)

Phase 3 is typically the most complex and time-consuming phase of ZTA adoption, as it requires
a deep understanding of existing communication patterns and the careful crafting of segmentation policies
that do not disrupt legitimate application workflows. The passive traffic observation approach described
in the healthcare case study is strongly recommended before any enforcement policies are activated.

Organizations should prioritize segmentation of their most sensitive workloads first. Crown-jewel
systems — databases containing P11, financial records, or intellectual property — should be isolated in
dedicated segments with tightly controlled ingress policies as early as possible in Phase 3. Less sensitive
systems can be segmented in subsequent waves as the organization builds operational confidence with the
segmentation tooling.

For cloud-native workloads, a service mesh provides the most comprehensive and maintainable
segmentation capabilities. For legacy workloads that cannot be containerized or enrolled in a service mesh,
network-layer controls (security groups, firewalls, NAC) provide a viable alternative segmentation
mechanism, albeit with less granularity. A hybrid approach — service mesh for new and cloud-native
workloads, network controls for legacy systems — is the pragmatic choice for most enterprise
organizations during the transition period.

8.4 Phase 4: Continuous Monitoring and Automation (Month 18 onward)

Phase 4 is not a discrete deployment phase but rather an ongoing operational capability that should
begin to develop during Phase 2 and mature throughout the organization's ZTA journey. The primary
objective of Phase 4 is to reduce the administrative burden of maintaining ZTA policies at scale through
automation and to ensure the ZTA environment's security posture does not degrade over time as the
application landscape evolves.

Key capabilities to develop in Phase 4 include: automated policy drift detection, which alerts
operators when the observed communication patterns of a service deviate from its declared policy; policy-
as-code pipelines that enforce peer review and automated testing for all policy changes before deployment;
integration of threat intelligence feeds into the policy engine to dynamically adjust access risk scores based
on emerging threat indicators; and machine learning-based anomaly detection for behavioral baselines that
supplement the rule-based policies of the core ZTA framework.
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Phase Duration Key Deliverables Primary Risk
1: Identi . -
. dentity Months 1-6  1dP, MFA, MDM User adoption friction
Foundation
2: External IAP  Months 4-12  1AP, VPN retirement Legacy app compatibility
3: Micro- Months 10- Service mesh, network .
i .. Undocumented dependencies
segmentation 24 policies
Policy-as-code, ML

4: Automation Month 18+ Alert fatigue

anomaly detection

Table 8.1: ZTA Phased Adoption Roadmap Summary

9. Conclusion

9.1 Summary of Findings

This thesis has demonstrated, through controlled experimentation, structured threat modeling, and
real-world case study analysis, that Zero Trust Architecture is a viable and highly effective security model
for distributed enterprise systems. The key quantitative findings are as follows.

In the security dimension, the ZTA environment blocked 92% of simulated lateral movement
attempts, compared to 0% blocked in the legacy environment. The blast radius of a simulated breach was
reduced from 70% of services to 8%. Detection rates for unauthorized access attempts improved from
34% to 91%, while false positive alert rates decreased from 12% to 7%. The STRIDE-DREAD threat
modeling analysis showed a 57% overall reduction in threat risk scores, with the most significant
improvements in Elevation of Privilege (70% reduction) and Tampering (71% reduction).

In the performance dimension, ZTA introduces a median latency overhead of 14ms per request,
which is well within the 100ms real-time responsiveness threshold for enterprise applications. The 99th
percentile latency overhead of 89ms may require attention for latency-sensitive applications. Throughput
degradation of 12% under peak load conditions was reduced to 4.6% through session-based policy caching
and horizontal PDP scaling. The total resource overhead of ZTA components averages 18-31% additional
CPU utilization, depending on load, which should be incorporated into capacity planning.

The case studies demonstrated that ZTA adoption is practical for regulated industries, with the
financial services case achieving full regulatory compliance within 18 months and the healthcare case
achieving a 67% reduction in unauthorized ePHI access attempts. Both cases confirmed that identity-layer
improvements deliver the fastest ROl and that passive traffic observation prior to segmentation
enforcement is an essential risk-mitigation practice.

AIJFR26046764 Volume 7, Issue 4 (July-August 2026) 21


http://www.aijfr.com/

Advanced International Journal for Research (AlJFR)

E-ISSN: 3048-7641 e Website: www.aijfr.com e Email: editor@aijfr.com

9.2 Practical Recommendations

Based on the findings of this thesis, the following recommendations are made for enterprise
organizations evaluating or implementing Zero Trust Architecture.

First, adopt a phased approach rather than attempting a comprehensive ZTA deployment
simultaneously. The four-phase roadmap presented in Chapter 8 provides a structured path that delivers
security value at each stage while managing the operational complexity of migration.

Second, invest heavily in the identity foundation before any other ZTA controls. MFA enforcement
and centralized identity management are the highest-ROIl security investments available to most
organizations, and they are prerequisites for all subsequent ZTA capabilities.

Third, conduct a passive traffic observation period of at least 30-60 days before activating any
segmentation enforcement policies. This investment of time prevents the application outages and
operational disruptions that have derailed ZTA deployments at numerous organizations.

Fourth, implement caching at the Policy Enforcement Point layer to mitigate latency overhead. A
30-second TTL cache for positive authorization decisions reduces P50 latency overhead by more than
60% with negligible security impact for most enterprise use cases.

Fifth, deploy OPA or a comparable policy engine in a highly available configuration from the
outset. The policy engine is a critical dependency for the availability of all ZT A-protected applications,
and it must be designed with the same availability requirements as those applications.

9.3 Limitations

This research has several limitations that should be considered when interpreting and applying its
findings. The simulation environment, while representative of enterprise application architectures, was
purpose-built for this study and may not capture all the nuances of specific production deployments,
particularly those involving highly customized legacy applications or specialized industry protocols.

The breach simulation used a scripted adversary agent executing predefined lateral movement
techniques. A human adversary with specific knowledge of the target environment might discover
additional attack vectors not represented in the simulation. The MTTC metric should therefore be
interpreted as a lower bound on the security benefit of ZTA rather than an absolute measure.

The two case studies are based on secondary sources and representative patterns rather than direct
organizational engagement. The specific metrics reported may not generalize to all organizations in those
industries, as security outcomes are highly dependent on the specific implementation choices and
organizational maturity of each deploying organization.

9.4 Future Research

Several promising directions for future research emerge from this work. The most immediately impactful
area is the application of machine learning to ZTA policy management. Current ZTA deployments require
security teams to manually author and maintain thousands of fine-grained access policies, a process that
is both time-consuming and error-prone. Reinforcement learning approaches that can infer least-privilege
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policies from observed traffic patterns, and that can detect policy drift without explicit rule authoring,
could dramatically reduce the operational overhead of ZTA at scale. Preliminary work in this area by Lee
and Zhang (2024) has demonstrated promising results in laboratory settings, but real-world validation at
enterprise scale remains an open problem.

A second research direction is the performance optimization of ZTA control planes under adversarial
conditions. This thesis examined normal-load performance, but the availability implications of ZTA under
DDoS attacks targeting the policy engine — the risk identified in the STRIDE analysis — warrant
dedicated investigation. Techniques from Byzantine fault-tolerant distributed systems may offer
approaches to maintaining policy enforcement availability under partial PDP compromise.

A third direction is the extension of ZTA principles to OT and lIoT environments, particularly in healthcare
and industrial control system contexts where the device heterogeneity and availability constraints are
extreme. The network-layer segmentation approach employed in the healthcare case study is a pragmatic
interim solution, but it lacks the identity-aware verification capabilities of a full ZTA implementation.
New protocols and architectural patterns that can deliver ZT A-equivalent security guarantees for resource-
constrained embedded devices represent a significant open challenge.

Finally, longitudinal studies of ZTA deployments over multi-year time horizons are needed to understand
how security posture evolves as organizations' application landscapes change and as attackers adapt their
techniques to the constraints imposed by ZTA. The security benefits demonstrated in controlled
simulations must be validated against real-world adversary behavior across diverse industries and threat
landscapes.
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