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Abstract 

This paper presents a comparative entropy analysis of widely used symmetric and asymmetric 

cryptographic algorithms. Entropy, a measure of randomness, is critical for determining the 

unpredictability and security of encryption schemes. We evaluate the entropy of cipher texts, keys, and 

related parameters across AES, DES, ChaCha20, RSA, ECC, and DSA. The analysis demonstrates that 

high entropy correlates with secure encryption, while weak entropy often indicates vulnerability. 

Key terms: Entropy, symmetric and asymmetric algorithms 

 

1. Introduction 

Entropy in cryptography is a metric that quantifies the amount of uncertainty or randomness in 

cryptographic operations. High entropy is a desired property in key generation, ciphertext, and 

cryptographic nonces, as it makes it harder for adversaries to predict or reconstruct the original 

information. This paper conducts entropy analysis for both symmetric and asymmetric cryptographic 

algorithms. 

 

2. Literature Review 

Numerous scholarly works and standards have contributed to our understanding of entropy in 

cryptographic systems. Bruce Schneier’s foundational work on applied cryptography [1] provides deep 

insights into the application of entropy and randomness in protocol design. Ferguson and Schneier [3] 

further elaborate on practical implementations, highlighting the importance of secure key generation and 

high-entropy sources. Katz and Lindell [10] offer a theoretical basis for entropy in modern cryptography. 

Meanwhile, NIST publications such as FIPS 197 [8] and FIPS 202 [9] provide formal standards for AES 

and SHA-3, respectively, which are benchmarked for their high entropy output. 

In asymmetric systems, Boneh and Shoup [14] discuss secure padding schemes for RSA that preserve 

entropy, while Juels and Wattenberg [23] introduce fuzzy commitments to enhance biometric-based 

cryptography. The role of entropy in homomorphic encryption and zero-knowledge proofs is 

emphasized in the works of Gentry [17] and Chaum [21]. Hardware-based randomness sources, 
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including PUFs and TEEs, are detailed in literature from Intel SGX [18], ARM TrustZone [19], and 

Benenson et al. [22]. 

These works collectively establish the relevance of entropy as both a theoretical and practical 

cornerstone in modern cryptographic system design. 

 

3. Entropy Analysis  

 

3.1 Symmetric Algorithms 

3.1.1 AES (Advanced Encryption Standard): 

         AES is a widely adopted block cipher with block size of 128 bits and key sizes of 128, 192, or 256    

bits. AES ciphertext should exhibit close to 8 bits/byte entropy in secure modes like CBC, CTR, or 

GCM. 

3.1.2 DES and 3DES: 

DES, though outdated due to its 56-bit key, still produces high-entropy ciphertext. 3DES improves 

security by applying DES three times. Both typically exhibit near 8-bit entropy per byte in the 

ciphertext. 

3.1.3 Blowfish and ChaCha20: 

Blowfish is a fast symmetric block cipher with a variable key size, while ChaCha20 is a stream 

cipher optimized for software implementation. Both algorithms produce high-entropy ciphertext, 

making statistical attacks difficult. 

 

3.2 Asymmetric Algorithms 

3.2.1 RSA: 

RSA encrypts data using large public keys and relies on high-entropy padding schemes such as 

OAEP. Without padding, RSA becomes deterministic, reducing entropy and exposing 

vulnerability. 

3.2.2 ECC: 

Elliptic Curve Cryptography provides strong security with smaller key sizes. Keys and ciphertexts 

generated via ECC should appear random with entropy close to 8 bits per byte. 

3.3.3 DSA: 

Digital Signature Algorithm's security relies heavily on the randomness of the per-signature nonce. 

Low entropy in nonces can lead to private key disclosure. 

 

4. Implementation using Entropy Testing Tool  

 

Entropy testing is a valuable diagnostic tool for identifying encrypted, compressed, or random data. This 

section describes a simple Python-based script to compute the Shannon entropy of any given file on the 

user's system. 
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4.1 Python Script for Entropy Calculation 

The following script reads a file in binary mode and computes the entropy per byte. It can be used to 

analyze any file—text, image, binary, or executable: 

import math from collections import Counter def calculate_entropy(file_path): 

 

    with open(file_path, 'rb') as f: 

 

        data = f.read() 

 

    if not data: 

 

        return 0.0 

 

    counts = Counter(data) 

 

    length = len(data) 

 

    entropy = -sum((count/length) * math.log2(count/length) for count in counts.values()) 

 

    return entropy 

 

# Example usage: 

 

file_path = 'your_file_here.bin' 

 

print("Entropy:", calculate_entropy(file_path)) 

 

This tool is useful in malware analysis, cryptographic verification, and forensic inspection. An entropy 

value near 8.0 typically suggests randomness due to encryption or compression. 
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4.2 Visual Entropy Comparison 

 
Figure 1: Ciphertext Entropy Comparison of Various Cryptographic Algorithms i.e., shows a 

comparative analysis of entropy values for different symmetric and asymmetric algorithms. 

The graph illustrates a comparative analysis of ciphertext entropy values generated by different 

cryptographic algorithms. The symmetric encryption algorithms, including AES, DES, 3DES, Blowfish, 

and ChaCha20, consistently exhibit high entropy values, approaching the theoretical maximum of 8 bits 

per byte. This indicates a high degree of randomness and effective diffusion, essential for secure 

encryption. Among these, ChaCha20 and AES slightly outperform others in terms of entropy uniformity. 

Asymmetric algorithms such as RSA and ECC also produce high-entropy ciphertexts, especially when 

proper padding schemes (like OAEP) are employed. However, the DSA algorithm demonstrates a 

notable entropy drop in scenarios where nonce randomness is weak, highlighting a critical vulnerability. 

This comparative visualization underscores the importance of entropy as a security metric in both 

symmetric and asymmetric cryptographic systems 

 

4.3 Comparative Entropy Overview 

Table 1 summarizes entropy expectations and observations across major cryptographic algorithms. 

Algorithm Type Key Size Ciphertext Entropy 

AES Symmetric 128–256 bits ~8 bits/byte 

DES Symmetric 56 bits ~8 bits/byte 

3DES Symmetric 112/168 bits ~8 bits/byte 

Blowfish Symmetric 32–448 bits ~8 bits/byte 

ChaCha20 Symmetric 256 bits ~8 bits/byte 

RSA Asymmetric 2048–4096 bits ~8 bits/byte (with 

padding) 

ECC Asymmetric 160–521 bits ~8 bits/byte 
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DSA Asymmetric 1024–3072 bits Depends on nonce 

entropy 

 

4.4 Implementation of AES Entropy Analysis  

AES (Advanced Encryption Standard) is a symmetric block cipher. One of its key security properties is 

that the output (ciphertext) of AES encryption should have high entropy, making it indistinguishable 

from random data. 

  

Entropy analysis is used in AES to: 

1. Ensure encryption strength — ciphertext should look random. 

2. Validate implementation — incorrect AES usage (e.g., ECB mode) may result in patterns. 

3. Detect encrypted data — high entropy can indicate ciphertext in forensic/malware analysis. 

 

Example: Entropy Before and After AES Encryption 

Data Description Expected Entropy 

Plaintext (e.g., "AAAAAA...") Highly repetitive Low entropy 

AES-encrypted ciphertext Appears random High entropy (~7.999 bits/byte) 

 

Entropy Calculation: 

H(X)=−∑i=1nP(xi)log⁡2P(xi)H(X) = -\sum_{i=1}^{n} P(x_i) \log_2 P(x_i)  

Where: 

 P(xi)P(x_i) is the probability of each byte value (0–255) in the data. 

 

Python Example of AES Entropy Analysis 

Install dependencies: 

pip install pycryptodome 

Code: 

from Crypto.Cipher import AES 

from Crypto.Random import get_random_bytes 

from collections import Counter 

import math 

 

# Function to calculate entropy 

def calculate_entropy(data): 

    length = len(data) 

    counts = Counter(data) 

    probs = [count / length for count in counts.values()] 

    entropy = -sum(p * math.log2(p) for p in probs) 

    return entropy 

 

# AES key and data 

key = get_random_bytes(16)  # AES-128 
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cipher = AES.new(key, AES.MODE_ECB) 

 

# Plaintext (repetitive = low entropy) 

plaintext = b'A' * 16 * 10  # multiple AES blocks 

ciphertext = cipher.encrypt(plaintext) 

 

# Entropy values 

print(f"Plaintext Entropy: {calculate_entropy(plaintext):.4f}") 

print(f"Ciphertext Entropy: {calculate_entropy(ciphertext):.4f}") 

 

Output: 

Plaintext Entropy: 0.0000 

Ciphertext Entropy: ~7.99 (varies) 

 

4.5 AES Modes and Entropy: 

AES Mode Entropy Impact Notes 

ECB May leak patterns Same plaintext block → same ciphertext 

CBC/CTR/GCM Better entropy Adds randomness via IV or counter 

Low Entropy = Warning 

 

If AES output shows low entropy, it may indicate: 

 Poor implementation 

 ECB mode (leaks structure) 

 Lack of padding/IV/randomness 

 

Performance metrics 

Metric Expectation for AES 

Ciphertext entropy Close to 8 bits/byte 

Plaintext entropy Variable 

Key entropy Full 128/192/256 bits, generated with CSPRNG 

 

The visual entropy comparison graph for different AES modes 
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Figure 2: Entropy Comparison of AES Modes 

This graph visually reinforces the importance of selecting a secure AES mode. Using ECB mode 

compromises security due to its deterministic nature, while other modes like CBC, CTR, and GCM 

ensure high entropy and better resistance to cryptanalysis and compares the entropy values (in bits per 

byte) produced by various AES (Advanced Encryption Standard) modes of operation when encrypting 

data. Entropy here represents the randomness or unpredictability of the ciphertext. A value close to 8 bits 

per byte indicates strong randomness, which is ideal for secure encryption. 

4.6 Comparative study of AES Modes with entropy and its description: 

Mode Entropy Description 

ECB (Electronic 

Codebook) 
6.5 

Lowest entropy. Same plaintext block → same ciphertext block. Easily 

reveals patterns and is not recommended for most use cases. 

CBC (Cipher Block 

Chaining) 
7.98 

High entropy. Uses an IV and chaining, making ciphertext blocks 

dependent on previous ones. Secure for general use. 

CFB (Cipher 

Feedback) 
7.96 

Stream-like encryption with high entropy. Good for encrypting byte 

streams or data of variable length. 

OFB (Output 

Feedback) 
7.95 

Converts block cipher into a stream cipher. High entropy, but errors in 

transmission do not propagate. 

CTR (Counter) 7.97 
High entropy. Uses a counter as IV for each block. Allows parallel 

processing and random access encryption. 

GCM (Galois/Counter 

Mode) 
7.98 

Combines the benefits of CTR mode and adds authentication. Highly 

secure and commonly used in TLS and IPsec. 

Key Insights: 

 ECB mode shows significantly lower entropy because it does not hide patterns in the plaintext. 

This makes it insecure for encrypting structured data like images or formatted files. 
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 All other modes (CBC, CFB, OFB, CTR, GCM) achieve entropy values close to 8 bits/byte, 

meaning the cipher text appears highly random and is more secure against statistical attacks. 

 GCM and CTR modes are preferred for modern cryptographic systems due to their combination 

of performance, parallelism, and security. 

 

5. Conclusion 

Entropy analysis is vital in assessing the security of cryptographic algorithms. Symmetric ciphers like 

AES and ChaCha20 consistently demonstrate high entropy in their outputs. Asymmetric systems such as 

RSA and ECC require robust key and nonce generation to maintain high entropy. Poor entropy, 

especially in nonce or key material, can lead to cryptographic failures and system compromise. 
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