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Abstract 

Attack techniques have changed from self-propagating worms to targeted, multi-stage campaigns that 

abuse legitimate tools, identities, cloud services and software supply chains. Most accounts of this 

change are narrative. This paper combines a narrative review with a longitudinal measurement of 

MITRE ATT&CK, the most widely used public knowledge base of adversary behavior. Using the 

official release notes of thirteen Enterprise ATT&CK releases from July 2020 (v7) to April 2026 (v19), 

we measure how documented adversary behavior grew. The number of documented techniques and sub-

techniques rose from 428 to 697 (+63%), with sub-techniques growing faster than techniques (+75% 

versus +42%). From October 2023 to April 2026, documented campaigns more than doubled, from 23 to 

56. The framework also expanded to new platforms, including network devices, containers and software-

as-a-service applications. We then trace six shifts in attack vectors: mass-propagating malware, targeted 

advanced persistent threats, ransomware as a criminal business, living off the land, identity and supply-

chain compromise, and AI-assisted operations. We argue that complexity has grown less through new 

attack categories than through finer variation within known behaviors, more platforms, and greater use 

of legitimate tools. These trends shift detection away from signatures toward behavioral, context-rich 

and continuously maintained detection engineering, and we discuss implications for SIEM and security 

operations practice. 

 

Keywords: Attack Techniques, MITRE ATT&CK, Threat Landscape, Advanced Persistent Threats, 

Ransomware, Living off the Land, Supply Chain Attacks, Detection Engineering 

 

1. Introduction 

Defenders often say attacks have become more complex, but the claim is rarely measured. This paper 

measures one observable form of that complexity, the growth of documented adversary behavior, and 

connects it to how attack vectors have shifted over nearly four decades. 

 

MITRE ATT&CK has become the shared vocabulary for describing what adversaries do after, and 

increasingly before, they gain access to a system [1]. It organizes behavior into tactics (the adversary's 
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goals), techniques (how a goal is achieved) and sub-techniques (more specific variants), and links them 

to documented threat groups, software and campaigns. A recent survey describes its wide adoption 

across threat intelligence, detection, emulation and assessment [2]. Because ATT&CK is versioned and 

its release notes report counts for each release, its growth provides a consistent, public record of how 

much adversary behavior defenders must account for. 

 

Existing surveys describe the evolution of particular threat classes, such as advanced persistent threats 

[3], ransomware [4] and software supply-chain attacks [5]. Fewer works look across these classes, and 

fewer still quantify the change. At the same time, research shows that detection struggles to keep pace: 

widely used detection rules can be evaded [6], and claimed coverage of ATT&CK techniques does not 

consistently mean the same detection capability [7]. 

 

This paper asks three questions: 

• RQ1. How has documented adversary behavior in ATT&CK grown across releases from 2020 to 

2026? 

• RQ2. Which shifts in attack vectors explain that growth? 

• RQ3. What do these shifts imply for detection engineering and security operations? 

 

The contributions are: (1) a longitudinal dataset of Enterprise ATT&CK counts across thirteen releases, 

each traced to its official release notes; (2) an analysis of where growth occurred, separating structural 

changes in the framework from growth in documented behavior; (3) a synthesis of six major shifts in 

attack vectors; and (4) implications for detection practice. 

 

Section 2 reviews background and related work. Section 3 describes the method. Section 4 presents the 

ATT&CK measurements, and Section 5 traces the shifts in attack vectors. Section 6 discusses 

implications for detection, and Section 7 covers limitations and conclusions. 

 

2. Background and Related Work 

2.1. Models of Adversary Behavior 

The intrusion kill chain described an intrusion as a sequence of stages, from reconnaissance and 

weaponization to actions on objectives, and argued that defenders can disrupt an attack at any stage [8]. 

SIEM research has since applied kill-chain stages to the analysis of security logs [9]. ATT&CK 

extended the idea with a much finer description of post-compromise behavior, grounded in observed 

intrusions rather than theoretical attack paths [1]. It grew out of MITRE's research on detecting post-

compromise adversary behavior in enterprise networks [1]. Since then it has been extended to new 

platforms, given sub-techniques, and linked to threat groups, software and named campaigns [2]. 

2.2. Measurements of the Threat Landscape 

Other public sources measure different aspects of attacks. Incident-response data shows which initial 

access vectors succeed: Mandiant reported that exploits were the most common initial infection vector in 

its 2024 investigations at 33%, followed by stolen credentials at 16%, and that the global median dwell 

time was 11 days [10]. Government catalogs track which vulnerabilities attackers actually use; the US 
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Known Exploited Vulnerabilities catalog was created in November 2021 to drive remediation of 

vulnerabilities under active exploitation [11]. Threat-intelligence sharing exchanges indicators and 

reports between organizations, although with uneven quality and timeliness [12]. These sources measure 

frequency and impact. ATT&CK, by contrast, measures breadth: how many distinct behaviors defenders 

need to recognize. 

2.3. Surveys of Attack Evolution 

Surveys have traced the evolution of specific threats. Alshamrani et al. reviewed the techniques and life 

cycle of advanced persistent threats [3]. Oz et al. traced ransomware from early families to ransomware-

as-a-service and multi-extortion [4]. Ladisa et al. built a taxonomy of attacks on open-source software 

supply chains [5]. These works are thorough within their scope, but they do not compare threat classes 

against a common, quantified baseline. Studies of ATT&CK use have examined how vendors map 

detections to techniques [7] and how the framework is applied in research and industry [2], but not how 

the framework itself has grown. 

 

3. Method 

The study combines a longitudinal measurement of ATT&CK with a narrative review of attack-vector 

shifts. 

3.1. ATT&CK Data 

For each Enterprise ATT&CK release from v7 (July 2020) to v19 (April 2026), we recorded the counts 

of tactics, techniques and sub-techniques reported in the official release notes [13–25]. For releases from 

v14 (October 2023) onward, we also recorded Enterprise counts of groups, software and campaigns, 

which the release notes report consistently for this period. Earlier releases report some of these counts 

only for all domains combined or only as additions, so they were excluded from those series to avoid 

mixing scopes. 

The series starts at v7 because that release introduced sub-techniques and restructured the framework: 

many former techniques became sub-techniques, and the number of Enterprise techniques fell from 266 

to 156 [13]. Counts before v7 are therefore not comparable with later ones. 

3.2. Metrics 

The main metric is documented behaviors, defined as techniques plus sub-techniques in a release. It 

measures the number of distinct adversary behaviors that a defender would need to recognize to have 

complete conceptual coverage. Secondary metrics are the share of behaviors that are sub-techniques, 

which indicates refinement within known behaviors, and the counts of groups, software and campaigns, 

which indicate how much observed activity the framework documents. 

Growth in ATT&CK reflects both adversary change and MITRE's own decisions about scope and 

structure. We therefore identify structural changes separately, such as new tactics, merged domains and 

new platforms, using the release notes. 
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3.3. Review of Attack-Vector Shifts 

The narrative review covers foundational analyses of major incidents, peer-reviewed surveys, and 

government and industry reports. Sources were selected for their direct relevance to a change in how 

attackers gain access, move, persist or achieve their objectives. 

 

4. Results: The Growth of Documented Adversary Behavior 

Documented adversary behavior in Enterprise ATT&CK grew by 63% between July 2020 and April 

2026, from 428 to 697 techniques and sub-techniques (Figure 1) [13–25]. 

Figure 1: Growth of Enterprise ATT&CK Techniques and Sub-Techniques, v7 (July 2020) to v19 (April 

2026) 

 
Source: official Enterprise ATT&CK release notes, v7–v19 [13–25]. 

4.1. Steady Growth, Mostly Within Known Behaviors 

Growth was steady rather than episodic. The largest single increase, 97 behaviors at v8, was structural: 

PRE-ATT&CK was merged into Enterprise, adding the Reconnaissance and Resource Development 

tactics [14]. After v8, each release added between 6 and 27 behaviors. 

Most new behavior was added as variants of existing techniques rather than as new techniques. Of the 

269 behaviors added between v7 and v19, 203 were sub-techniques and 66 were techniques. Sub-

techniques grew by 75% and techniques by 42%, and the sub-technique share of all behaviors rose from 

64% to 68%. This pattern suggests that adversaries more often find new ways to achieve familiar goals 

than invent new categories of attack. For defenders, it means that a detection written for one variant of a 

technique may miss its siblings. 

4.2. More Documented Activity 

For the period in which Enterprise counts are reported consistently, documented activity grew faster than 

documented behavior (Table 1) [20–25]. 
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Table 1: Enterprise ATT&CK Groups, Software and Campaigns, v14–v19 

Release Date Groups Software Campaigns 

v14 Oct 2023 141 648 23 

v15 Apr 2024 148 677 28 

v16 Oct 2024 159 710 34 

v17 Apr 2025 166 755 47 

v18 Oct 2025 172 784 52 

v19 Apr 2026 174 821 56 

 

Campaigns grew by 143%, software by 27% and groups by 23%. Campaigns were introduced as an 

object type only in v12 [18], so their rapid growth partly reflects MITRE documenting earlier activity in 

the new format, not only new attacks. 

4.3. More Platforms and a Stronger Defensive Layer 

ATT&CK's scope widened to follow attackers into new environments. v8 added a Network platform for 

switches, routers and other network devices [14], and v9 added Containers and Google Workspace and 

combined the separate cloud-provider platforms into a single IaaS platform [15]. In v18, MITRE 

replaced the detection guidance inside techniques with structured Detection Strategies and Analytics, 

listing 691 Enterprise detection strategies, matching the 691 techniques and sub-techniques in that 

release, and 1,739 analytics [24]. In v19, the Defense Evasion tactic was split into Stealth and Defense 

Impairment, raising the number of Enterprise tactics to 15 [25]. The framework has therefore grown in 

two directions: more attacker behavior to recognize, and more structured guidance on how to detect it. 

 

5. How Attack Vectors Shifted 

The growth measured in Section 4 is the latest stage of a longer change: attacks moved from noisy, 

indiscriminate malware toward quiet, targeted operations that blend into legitimate activity. Table 2 

summarizes six overlapping shifts. 

Table 2: Six Shifts in Attack Vectors 

Shift 
Approximate 

period 
Typical way in What changed for defenders 

Mass-propagating 

malware 

Late 1980s–

2000s 

Self-spreading exploits of 

network services 

Speed: infections spread faster 

than people could respond 

Targeted persistent 

intrusions 
2010s onward 

Spear-phishing, custom 

malware, zero-days 

Stealth and persistence over 

months 

Ransomware as a 

business 

Mid-2010s 

onward 

Bought access, phishing, 

exposed services 

Specialized criminal roles and 

multi-extortion 

Living off the land 2010s onward 
Built-in administrative tools 

after initial access 

Malicious activity looks like 

administration 

Identity and supply-

chain compromise 

Late 2010s 

onward 

Stolen credentials, trusted 

software and providers 

The trusted path itself is the 

attack path 

AI-assisted 

operations 

Mid-2020s 

onward 

Automated exploitation and 

reconnaissance 

Scale and speed of skilled work 

increase 
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5.1. Mass-Propagating Malware 

The 1988 Morris worm exploited weaknesses in common network services to spread across the early 

Internet [26]. Later worms showed how fast this could happen: Code-Red spread across vulnerable web 

servers in 2001 [27], and in 2003 the Slammer worm infected more than 90% of vulnerable hosts within 

10 minutes, at least 75,000 hosts in total [28]. These attacks were loud and indiscriminate. Intrusion 

detection research had long distinguished between detecting deviations from normal behavior [29] and 

matching known attack patterns [30]; against fast worms, patching, perimeter filtering and signatures for 

known malicious code were the practical defense. 

5.2. Targeted Persistent Intrusions 

Attackers then moved from spreading widely to reaching specific targets. Advanced persistent threats 

combine reconnaissance, tailored initial access, persistence and slow lateral movement over long periods 

[3]. Such campaigns could rely on vulnerabilities unknown to defenders: a study of real-world data 

identified 18 vulnerabilities exploited before public disclosure and found that a typical zero-day attack 

lasted 312 days on average [31]. Stuxnet demonstrated that a targeted operation could reach isolated 

industrial systems and cause physical effects [32]. The intrusion kill chain was developed in this period 

to help defenders reason about such multi-stage campaigns [8]. The defender's problem shifted from 

blocking known malware to finding a patient, adaptive adversary. 

5.3. Ransomware as a Criminal Business 

Ransomware evolved from isolated malware into an organized economy. An analysis of 1,359 samples 

from 15 families observed between 2006 and 2014 found that most relied on relatively simple locking, 

encryption or deletion techniques [33]. Ransomware-as-a-service, which emerged in 2015, then let 

developers rent their tools to affiliates who carry out intrusions [4]. Some families added double 

extortion, demanding payment both to decrypt data and to prevent stolen data from being published [4]. 

The result was specialization, with different actors performing different parts of an attack, which makes 

intrusions more professional and repeatable. 

5.4. Living off the Land 

Attackers increasingly use tools already present on the victim's systems. A systematic study of Windows 

malware analyzed how such living-off-the-land techniques are used in the wild [34]. In 2024, CISA, 

NSA, FBI and partner agencies from Australia, Canada, the United Kingdom and New Zealand issued 

joint guidance warning that these techniques are hard to detect: they abuse trusted administrative tools, 

leave few conventional indicators, and hide in large volumes of legitimate activity [35]. 

5.5. Identity and Supply-Chain Compromise 

As organizations moved to cloud services and single sign-on, identities and trusted suppliers became 

attack paths. In December 2020, the US government ordered federal agencies to disconnect affected 

SolarWinds Orion products after attackers compromised the product's code [36]. Open-source 

ecosystems became another route: a review of 174 malicious packages distributed through npm, PyPI 

and RubyGems between 2015 and 2019 showed how attackers inject code into dependency trees [37], 

and attacks on open-source supply chains now follow many distinct paths, from malicious packages to 

compromised build systems [5]. Incident-response data shows the same shift at initial access: stolen 

credentials were the second most common initial infection vector in Mandiant's 2024 investigations, 
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behind exploits [10]. ATT&CK's own campaign records include supply-chain operations such as the 

3CX compromise, added in v18 [24]. 

5.6. AI-Assisted Operations 

Large language models have begun to lower the skill and time needed for parts of an attack. Surveys 

document a fast-growing body of work on large language models in security, on both offense and 

defense [38, 39]. In a 2024 study, a GPT-4-based agent exploited 87% of a set of 15 one-day 

vulnerabilities when given their CVE descriptions, but only 7% without them [40]. In November 2025, 

Anthropic reported disrupting a campaign in which a state-sponsored group used an AI coding agent to 

perform an estimated 80–90% of the work in attempted intrusions against about thirty organizations 

[41]. AI also creates new attack surface: code assistants can produce insecure code [42], and code-

generating models frequently recommend software packages that do not exist, names that attackers could 

register to distribute malicious code [43]. Evidence of AI-enabled attacks is still limited and largely 

comes from vendors and researchers, but it points to faster and more scalable operations. 

 

6. Implications for Detection 

The shifts above move detection away from recognizing known malicious artifacts toward recognizing 

suspicious behavior in context. Five implications follow for SIEM and security operations practice, 

whose role is to turn this telemetry into actionable alerts [44]. 

From indicators to behavior. Signatures and indicators worked against mass malware, but living-off-

the-land activity changes file names, arguments and hashes and leaves few fixed indicators [35], and 

technical indicators in threat-intelligence feeds have short lifetimes because adversaries change 

infrastructure quickly [45]. Detections must describe behavior, such as an unusual parent process, an 

administrative tool run by an unexpected account, or a rare sequence of actions. Anomaly-detection 

methods can support this [46], although they behave differently in security than in other domains 

because errors are costly and representative attack data is scarce [47]. Platform-neutral behavioral rule 

formats such as Sigma help share detection logic [48], but behavioral rules can still be evaded when 

written too narrowly [6]. 

Coverage is a moving target. With 697 documented behaviors in Enterprise ATT&CK and growth in 

every release since v7 (Section 4), coverage measured against a fixed list is out of date within months. 

Sub-technique growth makes this sharper: a rule mapped to a technique may cover only one of its 

variants. Studies of endpoint products show that claimed coverage of a technique does not consistently 

mean the same detection capability [7], and studies of production rulesets show that a small fraction of 

rules generates most alerts [49] and that rule design choices strongly affect noise [50]. Coverage should 

be reviewed at each ATT&CK release and measured by tested detections, not by mappings. 

Correlation across stages. Multi-stage intrusions are rarely visible in a single event. Alert-correlation 

research has long sought to combine low-level alerts into descriptions of attacks [51] and to reconstruct 

attack scenarios from related alerts [52]. More recent systems correlate suspicious information flows into 

attack stages [53] or use provenance to rank alerts [54]. This matters because attacks are rare compared 

with normal activity, so detectors with even small false-alarm rates overwhelm analysts [55]. In one 

SOC, only about 0.01% of network alerts over four years were associated with true attacks [56]; analysts 
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report that false positives dominate their queues [57], and SOC studies link this to operational friction 

[58] and burnout [59]. 

Identity and cloud telemetry. When credentials and trusted suppliers are the way in, the most 

important evidence sits in identity-provider logs, cloud control planes and software-delivery systems 

rather than on endpoints alone. Research has shown the value of mining heterogeneous enterprise logs 

for suspicious behavior [60] and of modeling internal login paths to detect lateral movement [61]. A 

global median dwell time of 11 days [10] leaves little room for telemetry gaps in these sources. 

Detection engineering as a continuous process. ATT&CK now ships structured detection strategies 

and analytics alongside techniques [24], and its twice-yearly releases add new behaviors each time. 

Detection content therefore needs the same life cycle as software: version control, testing against 

emulated techniques, scheduled review, and retirement. AI-assisted attacks, if they grow as early 

evidence suggests [40, 41], will shorten the time defenders have to update detections after a new 

technique appears. Defenders are adopting AI as well: SOC analysts already use LLMs as on-demand 

aids [62], but LLM-based alert triage has been found to miss a substantial share of attack-related alerts 

[63], so AI assistance does not remove the need for engineered detections. 

 

7. Limitations and Conclusions 

7.1. Limitations 

• ATT&CK measures documentation, not attacks. Its growth reflects what MITRE and its 

contributors observed, reported and chose to add, as well as structural decisions such as merging 

domains or splitting tactics. Counts therefore indicate the breadth of known behavior, not the 

frequency or impact of attacks. 

• Reporting bias. Public threat reporting over-represents some regions, sectors and adversaries. 

Behaviors seen mostly in unreported incidents are under-counted. 

• Limited time span. Comparable counts begin only at v7 (July 2020), and consistent Enterprise 

counts of groups, software and campaigns only at v14 (October 2023). 

• Narrative evidence. The review of attack-vector shifts in Section 5 is qualitative and draws partly 

on government and industry reports. 

7.2. Conclusions 

Attacks have become more complex in a measurable way. Between July 2020 and April 2026, 

documented adversary behavior in Enterprise ATT&CK grew by 63%, mostly through new variants of 

existing techniques, and documented campaigns more than doubled in two and a half years. Over a 

longer span, attack vectors shifted from mass-propagating malware toward targeted operations that 

abuse legitimate tools, identities and trusted suppliers, with early signs that AI is increasing their speed 

and scale. For defenders, the consequence is that detection can no longer rely on recognizing known 

malicious artifacts. It must describe behavior in context, use identity and cloud telemetry, and be 

maintained continuously as the documented threat landscape grows. Future work could extend the 

measurement to the Mobile and ICS domains and link ATT&CK growth to incident frequency data. 
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Data Availability 

The data analyzed in this study are publicly available in the MITRE ATT&CK release notes cited as 

references [13–25]. 
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